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OIIPEJAEJIEHUSA

B HacrosiniemM TOKyMEHTE UCIOJIb3YIOTCS CIIEIYIOUIME TEPMUHBI U UX OIpeze-
JICHUSL.

ABTOMATH3MPOBAaHHAsI CHCTEMA — CHUCTEMA, COCTOAILIAs W3 IEpCOHAIAa H
KOMILJIEKCA CPEACTB aBTOMATHU3ALMH €r0 JIEATEIbHOCTH, peaiau3yronias nHpopmanu-
OHHYIO TEXHOJIOTHIO BBITIOJHEHUS YCTAHOBICHHBIX (DYHKITHI.

AyTeHTH(UKAIUA OTHPABUTENs JAaHHBIX — MOATBEPXKIEHUE TOTO, YTO OT-
MpaBUTENb MOJYUYEHHBIX JAHHBIX COOTBETCTBYET 3asIBIICHHOMY.

be3onacHocTh MePCOHATBHBIX JAHHBIX — COCTOSIHUE 3alIMIIIEHHOCTH MepCo-
HAJIBbHBIX JAHHBIX, XapaKTepU3yeMOE€ CIOCOOHOCTBIO IMOJb30BaTENEH, TEXHUYECKUX
CPEACTB U MHPOPMALIMOHHBIX TEXHOJIOIMH 00eCeunTh KOH(PUIEHIINAIBHOCTD, 11€JI0-
CTHOCTb U JJOCTYITHOCTb MEPCOHAIbHBIX JaHHBIX MPU UX 00pabOTKe B MH(OPMALIMOH-
HBIX CUCTEMAaX MEPCOHANBHBIX JAHHBIX.

buomerpuyeckne nepcoHajibHbIe JaHHbIE — CBEJCHUS, KOTOPbIE XapaKTepu-
3yI0T (PU3HOJOTUYECKHE OCOOEHHOCTH YEJIOBEKA U HA OCHOBE KOTOPBIX MOXHO yCTa-
HOBUTB €r0 JINYHOCTb, BKIItOUasd (Gororpaduu, OTreyaTKyd MajbleB, 00pa3 ceTyaTKu
rj1a3a, 0COOEHHOCTH CTPOCHHUS Teja U APYTryro MoA0OHY0 HH(OpMaIIUIO.

biokupoBaHue nMepcoOHANbHBIX JAaHHBIX — BpEMEHHOE IIpeKpalieHue coopa,
CUCTEMATU3allMH, HAKOIUICHMSI, HCIIOJIb30BAHMS, PACHPOCTPAHEHUs, NEPCOHAIbHBIX
JaHHBIX, B TOM YHUCJIE UX MEpEeAayu.

Bupyc (KOMObIOTEpPHBI, MPOrPAMMHBIN) — UCIOJIHSAEMbIA MPOTrPaAMMHBIMA
KOJI WJIM MHTEPIPETUPYEMBI HAOOP MHCTPYKIUNA, 00JIaatoN il CBONCTBAMU HECAHK-
IIMOHMPOBAHHOTO pacHpOCTpaHeHUsI U camoBocnpousBeaeHus. Co3nanHble qyOnMKa-
Thl KOMITBIOTEPHOI'O BUPYCa HE BCErZa COBMANAIOT C OPUTMHAJIOM, HO COXPAHSIOT
CIIOCOOHOCTD K JalIbHEHIIIEMY paclpOCTPAHEHUIO U CAMOBOCIIPOU3BEICHUIO.

BpeaonocHasi mporpaMma — mporpaMma, NpeiHa3HaueHHasi Ui OCYILECTB-
JICHUS] HECAHKIIMOHMPOBAHHOIO JOCTYNMa M (WJIM) BO3ACWUCTBHS HA IMEPCOHAIbHBIC
JAHHBIE WM peCypChl HHPOPMALIMOHHOW CUCTEMBI IEPCOHATIBHBIX JaHHBIX.

BcnomoraresibHbIe TeXHUYECKHE CPeICTBA U CUCTEMbI — TEXHUYECKHUE CPEe/I-
CTBa U CHCTEMBI, HE MpeIHa3HAYeHHbIE /I Nepeaadn, 00OpabOTKU U XpaHEHUs Mepco-
HaJIbHBIX JIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEICTBAMH U CUC-
TEMaMHu, MpelHa3HaYeHHBIMU IS 00pabOTKM MEPCOHATBHBIX JAaHHBIX WIA B IOME-
MICHUSX, B KOTOPBIX YCTAHOBIICHHI WH(OPMAITMOHHBIE CHCTEMBI TMEPCOHATBHBIX
JAHHBIX.

JlocTyn B onepanuoHHYI0 cpeay KoMIbloTepa (MH(OPMALMOHHON CHCTe-
MbI MEPCOHAJIBHBIX JAHHBIX) — MOJTYYEHUE BO3MOXHOCTU 3aITyCKa HA BBINOJIHE-
HUE IITaTHBIX KOMaH[, ()YHKIUH, TIPOIIETYyp OMEPAIMOHHON CHUCTEMbI (YHUUTOXKE-
HUSI, KOIUPOBAHMS, TEPEMEIICHUsS] U T.I.), MCIOJHSAEMBIX (DAaHIOB MPUKIAIHBIX
[IPOrPaMM.

Joctyn k uH(popMammm — BO3MOKHOCTh TOTy4EHUs] MHPOPMAIIUN U €€ UC-
[10JIb30BAHMUS.

3axk1a04HoOe YCTPOIMCTBO — 3JIEMEHT CPEJICTBA CheMa MH(POPMALIUH, CKPBIT-
HO BHEJIPSIEMbBIN (3aKJIaIbIBAEMbIN MM BHOCUMbIN) B MECTa BO3MOXHOI'O CheMa HH-
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dbopmatiiu (B TOM 4HCII€ B OTPaXICHUE, KOHCTPYKIMIO, 000PYAOBaHUE, MTPEIMETHI
MHTEphEPa, TPAHCTIOPTHBIE CPEICTBA, a TAKKE B TEXHUUECKHE CPEJICTBA U CUCTEMBbI
00paboTku MHMOPMALIHH).

3amminaemasi mHGopManusi — uHOOPMAIHS, SBISTIOMIASICS TPEAMETOM CO0-
CTBEHHOCTH U TIO/IJICKAINAS 3aIUTE B COOTBETCTBUH C TPEOOBAHUSIMH TIPABOBBIX 0~
KyMEHTOB WJIM TPEOOBaHUSIMH, YCTaHABJIMBAEMBIMHA COOCTBEHHUKOM MH(OpMALIH.

Nnentuduxamnus — nprucBoeHNE CyOhEKTaM M 00BEKTaM JIOCTYIIA HICHTU(H-
KaTopa U (WIM) CpaBHEHHUE MPETbBISIEMOrO HACHTU(HKATOpA C TIEpEUHEM MTPHUCBO-
CHHBIX UJEHTU(DUKATOPOB.

NupopmMaTUBHBIN CUTHAJ — DJIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKUE, JICK-
TPOMAarHUTHBIC U JIpyrue (PU3MYIeCKUe IMOJIs, 1O TMapaMeTpaM KOTOPBIX MOXKET OBITh
packpbITa KOH(UACHIMATbHAs WHpOpPMaIWs (TIepCOHABHBIE aHHBIE) 00padaThI-
BacMasi B MH(OPMAITMOHHOM CHCTEME TIEPCOHATBHBIX TAHHBIX.

Nudopmanuonnas cucrema nepcoHaidbubIX TanHbiX (MCIIIH) — undop-
MallMOHHAsl CHCTEeMa, MPEACTABISIONAas cOO0NH COBOKYIMHOCTh MEPCOHATBHBIX JTaH-
HBIX, COJIEPIKAIINXCS B 0a3e IaHHBIX, & TAKIKE HHPOPMAIIMOHHBIX TEXHOJIOTHI U TEX-
HUYECKUX CPEICTB, MO3BOJIIOIINX OCYIIECTBISATh 00pabOTKY TaKUX MEPCOHATBHBIX
JAaHHBIX C MCIIOJIb30BAHUCM CPCACTB aBTOMATU3allMU HUIIN 0€e3 UCIIOIB30BaHUS TaKUX
CpEICTB.

HNudopmannoHHble TEXHOJIOTHM — TIPOIIECCHI, METOIBI TIOMCKA, cOopa, Xpa-
HEHUs, 00pabOTKH, TPENOCTABICHUS, PaCIpOCTpaHEHUs] WHPOPMAIMU U CIIOCOOBI
OCYIIIECTBJICHUS TaKUX MPOIECCOB U METOIOB.

Hcnosib30BaHne NMePCOHATbHBIX JTAHHBIX — JICHCTBHs (OMEpaIMi) ¢ Mepco-
HaJIbHBIMHW JaHHBIMH, COBCPIIACMBIC OIICPATOPOM B HCIIAX IIPHUHATHA peH_IeHI/Iﬁ 0)0%1
COBCPIICHUA HHBIX HeﬁCTBHﬁ, MMOPpOKIAIINUX HOPUINYCCKHUC ITOCICACTBHUA B OTHO-
MIECHUU CY6’BCKTa MEPCOHATIBHBIX TAHHBIX WX APYTUX JIHUII JIN00 UHBIM 06pa30M 3a-
TparnBarOmiux IpaBa U CBO6OI[BI CY6’BCKTa IMEPCOHAJIBHBIX JAHHBIX WJIW APYI'UX JIMII.

Hcrounuk yrpo3bl 0e30nacHocTH MH(OpMAaImMm — CyObeKT TOCTyIa, MaTe-
PHATHHBIN OOBEKT WM (PU3NYECKOE SIBJICHHE, SIBISTFOIIMECS] MPUIUHON BO3HUKHOBE-
HUS yTPO3bI 0€301aCHOCTH MH(GOPMAITUH.

KonTtposmpyemast 30Ha — IPOCTPAHCTBO (TEPPUTOPHSI, 3AaHUE, YaCTh 3aHUS,
TIOMEIIICHNE), B KOTOPOM HCKITIOYEHO HEKOHTPOJIMPYEMOE IMPEOBIBAaHNE ITOCTOPOHHNX
JINII, & TAKKE TPAHCIIOPTHBIX, TEXHUIECKUX M MHBIX MaTePHAIbHBIX CPEICTB.

KonduaeHmmaabHOCTh NMEPCOHAILHBIX JTAHHBIX — 00S3aTeTIbHOE IS CO-
OJFOIEHNST OTIEPATOPOM WIJTM MHBIM TOTYYIHBIIIAM JIOCTYT K TMIEPCOHATLHBIM JAHHBIM
JIMIIOM TpeOOBaHUE HE JIOMYCKATh UX PaclpoCTpaHeHue 0e3 coryiacusi CyobeKTa nep-
COHAJIBHBIX JAHHBIX WA HATAYHS MHOTO 3aKOHHOTO OCHOBAHMSL.

MesxceTeBoil 3KpaH — JOKATLHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHAIIb-
HO-pacIipeieJIeHHOE TpOorpaMMHOE  (IIPOrpaMMHO-AIMIApaTHOE) CPENCTBO  (KOM-
IUIEKC), peaii3yrolllee KOHTPOJb 3a MH(opMalrel, mocTynaromiei B iH(QOpMaIioH-
HYIO CHCTEMY MEPCOHALHBIX AaHHBIX M (WJIM) BBIXOJSIIEH M3 MH(OOPMAIIMOHHON
CHUCTEMBI.



Hapyumreisb 6€30MacHOCTH MEPCOHAIBHBIX JAHHBIX — (DU3MUYECKOE JIHUIIO,
CITy4aiiHO WJIM TPEHAMEPEHHO COBEPIIAOIIEE ICHCTBYSA, CIIEACTBUEM KOTOPHIX SIBIISI-
€TCsl HapyIIeHHe 0€30MacHOCTH TIEPCOHANTBHBIX JTAHHBIX TPY UX 00pabOTKe TeXHUYE-
CKHMHU CPEJICTBaMU B MH(GOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX TAaHHBIX.

HeaBTOMaTH3MpOBaHHasi 00padoTKA MEPCOHANBHBIX JaHHBIX — 00paboTKa
NCPCOHAIbHBIX AAHHBIX, COACPKAIINXCA B HH(bOpMaHHOHHOﬁ CUCTCMC IICPCOHAJIb-
HBIX JaHHBIX 00 M3BJIECUYEHHBIX U3 TaKOU CHUCTCMBbI, CUHUTACTCA OCYU.ICCTBJICHHOﬁ
0e3 MCMOJIb30BaHUs CPEJICTB aBTOMATHU3AIMU (HEAaBTOMATU3UPOBAHHOM), €CIIU TaKHe
I[CﬁCTBHSI C INCPCOHAJIIBHBIMU JaHHBIMH, KdK HCIIOJIb30BAHUC, YTOYHCHHC, PACIIPO-
CTPaHCHUC, YHUYITOXKCHUC IICPCOHAJIIBHBIX HTAHHBIX B OTHOIICHHWH KaXX10I'0 M3 CY6’B—
CKTOB IICPCOHAJIBHBIX AAHHBIX, OCYHICCTBJIAIOTCA IIPHW HCIIOCPECACTBCHHOM YYdCTHU
YeI0BeKa.

HenexsiapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAIBHBIE BO3MO>KHOCTHU
CPEJICTB BBIUMCIIUTEIBHON TEXHUKH, HE OIMMCAHHBIE WM HE COOTBETCTBYIOIIWE OIU-
CaHHBIM B JOKYMEHTAllMU, MPU UCHOJb30BAHUM KOTOPHIX BO3MOXKHO HapyIlIEHUE
KOH(HUICHITUAILHOCTH, AOCTYITHOCTH WJIM IIEJIOCTHOCTH 0OpabaThiBaeMoil HHOOP-
MallWH.

HecaHKUMOHMPOBAHHBIN 0CTYNl (HECAHKIMOHMPOBAHHBbIE NEHCTBHSA) —
JOCTYT K MH(OpMALIMU WK IEMCTBUS ¢ MH(pOpMaIe, HapyIlatoliye IpaBuia pa3-
IpaHUYEHUs] IOCTyTa C UCIIOJIb30BAHUEM ILITATHBIX CPEJICTB, MPEAOCTABIISIEMbIX MH-
(GhopMallMOHHBIMU CUCTEMaMU MEPCOHANIbHBIX JAHHBIX.

Hocurenbs undgopmanmu — Gpu3nyeckoe JIUI0 WK MaTepUATbHBINA O0OBEKT, B
TOM 4Hclie (PU3UUECKOE ToJie, B KOTOPOM MH(OpMAIIMs HAXOIUT CBOE OTPAKECHUE B
BHUJIC CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHMYECKUX PEIICHHUNA W TPOIIECCOB, KOIMYe-
CTBEHHBIX XapaKTEPUCTUK (PU3UUECKUX BEITUUMH.

Ofe3MnunBaHNe NMEPCOHAJIBHBIX JAHHBIX — JICHCTBUS, B pe3yJIbTaTe KOTO-
pPbIX HCBO3MOKHO OIIPCACIUTb IIPHHAIICIKHOCTL IICPCOHAJIBHBIX AAaHHBIX KOHKPCT-
HOMY CyOBEKTY NEPCOHAIBHBIX JAHHBIX.

O0paboTka nepcoOHAIBHBIX JAHHBIX — JICUCTBUS (OIEpaLK) C IEPCOHAIIb-
HBbIMHU JJAHHBIMU, BKJTFOYasi COOp, CUCTEMAaTHU3all|I0, HAKOTUICHUE, XpPaHEHUE, YTOUYHe-
Hue (OOHOBJICHWE, W3MEHEHHE), MCIIONIb30BaHUE, PACIPOCTPAHEHUE (B TOM YHCIIC
nepenavy), oOe3IMYUBaHKUEe, OJIOKUPOBAHUE, YHUUTOXKEHUE IMEPCOHATBHBIX JaH-
HBIX.

OO0uexocTynHbie MepCcoOHAJbHbIC JaHHbIE — IEPCOHAIBHBIE TaHHBIE, TOCTYII
HEOTPAHUYCHHOTO KPyTa JIUI] K KOTOPhIM MPEJIOCTABIICH C COrJiachs CyObeKTa mepco-
HaJIbHBIX JAaHHBIX WJIM Ha KOTOPBIC B COOTBCTCTBHUU C CI)CI[epaHBHBIMI/I 3aKOHaMH HE
pacrpocTpaHseTcs TpeboBaHue COOI0ICHHUS KOHPUICHIINATbHOCTH.

Onepartop (nmepcoHaJbHBIX JAHHBIX) — TOCY/IAPCTBEHHBIN OpraH, MyHHUIIU-
NAJIGHBIN OpraH, HOPUINYECKOE WM (DU3UYECKOE JIUI0, OpraHu3ylolee U (W)
OCYIIIECTBIISOIIEE 00PaOOTKy MEPCOHANBHBIX JAHHBIX, a TAKXKE OMPEICISIOIINE 11e-
JIM U COJIeprKaHre 00paOOTKHU MEePCOHATBHBIX JaHHBIX.

Texnuveckue cpeacrsa HMHGPOPMANMOHHOU CHCTEMBI IEPCOHAIBHBIX
JTAHHBIX — CPEJICTBA BRIYUCIUTEIBHON TEXHUKU, HUH(OPMAIIMOHHO-BHIYUCIUTEILHBIC



KOMILJIEKCHI U CETH, CPEJICTBA M CHCTEMBI Iepefaud, rnpreMa u odpadotku [1)1x
(cpencTBa U CHCTEMBI 3BYKO3aIHMCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOU3BEICHHUS, TTepe-
TOBOPHBIC U TEJICBU3UOHHBIE YCTPOWCTBA, CPEACTBA U3TOTOBJICHHS, THPAXKUPOBAHUS
JOKYMEHTOB U JPyTH€ TEXHUYECKHE CPEICTBa 0OpaOOTKH peueBOM, rpadrdyecKom,
BUJIC0- U OYKBEHHO-LIM(POBOI MH(POpMALIK), TPOrPAMMHBIE CPECTBA (ONEPALMOH-
HBIC CUCTEMBI, CUCTEMBbI yIIpaBJICHUsI 0a3aMu JJaHHBIX U T.I1.), CPEJICTBA 3aIlUThI UH-
(opmaryy, NpuMeHsieMble B UHPOPMAIIMOHHBIX CUCTEMAX.

IlepexBar (uH(opMannu) — HEMPaAaBOMEPHOE MOJTyYeHUE UHPOpPMAIIUU C HC-
MOJIb30BAaHUEM TEXHUYECKOTO CPE/ICTBA, OCYIIECTRISIONIET0 0OHApYKEHHE, TPUEM U
00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — T100as UHQOpPMAIUs, OTHOCAIIASACA K ONpe/IeeH-
HOMY WJIM OIpENeIsieMOMY Ha OCHOBAHMHU TakoW MHGpoOpMalMu (PU3HUECKOMY JIUILY
(cyOBeKTy MepCOHANBbHBIX JAHHBIX), B TOM YHUCIE ero ¢haMuiusi, UMsi, 0OTY€CTBO, IO,
MecCSI, AaTa U MECTO POXACHUS, aapec, CEMEWHOE, COIMaIbHOE, UMYIIECTBEHHOE
MOJIOKEeHHE, 00pazoBaHue, mpodeccus, T0X0bl, Apyras uHGopMalus.

Ilo6ouyHbIe IJIEKTPOMATHUTHbIE U3JIy4YeHUs] U HABOJAKH — DIIEKTPOMArHHUT-
HbIC U3JIyYEHHUS TEXHUYECKUX CPEJICTB 0OpaOOTKM 3amuinaeMon mHpopMaluu, BO3-
HUKAIOIIME KaK MOOOYHOE SIBJICHUE W BbI3BAHHBIC AJICKTPUUECKIMH CUTHAJIAMH, JCii-
CTBYIOIIIUMH B UX 3JIEKTPUUCCKUX W MAarHUTHBIX IIETISIX, a TAaKKE DJICKTPOMAarHUTHBIC
HABOJIKH STHX CHUTHAJIOB Ha TOKOMPOBOSIINE JTUHUN, KOHCTPYKIIUU U 1T TUTAHHS.

IMoUTHKA «YHCTOrO CTOJIA» — KOMILUIEKC OPTraHW3aIlMOHHBIX MEPOTPUSITHH,
KOHTPOJIMPYIOIIUX OTCYTCTBUE 3aNMChIBAHUS HAa OyMa)kKHbIe HOCUTENU KJIIOYEH U aT-
puOyTOB A0cTyNa (Maposieil) U XpaHeHUus UX BOIM3U 00BEKTOB JIOCTYIIA.

[Hoab30BaTes b HHGOPMALUOHHON CHCTEMbI NEPCOHAIBHBIX JAHHbBIX — JIU-
110, y4acTBYyIollee B (yHKIIMOHUPOBAHUU MH(POPMAIIMOHHOW CUCTEMBI MIEPCOHAIBHBIX
JAaHHBIX UJTU UCTIONB3YIOIIEE PE3YyIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuna pasrpaHuyeHusi AOCTYNA — COBOKYIHOCTh MPAaBWJ, PETIaAMEHTH-
PYIOIIUX MpaBa JA0CTyIa CyOBEKTOB IOCTyIAa K 00BEKTaM JOCTYTIA.

IIporpaMmmHasi 3aKjagkKa — KOJ MPOrpamMMbl, TPEJHAMEPEHHO BHECCHHBIN B
IporpamMMy C IIENIbI0 OCYIIECTBUTh YTE€UKY, U3MEHUTH, OJOKHUPOBATh, YHUUTOXXHUTD
UHPOPMAIIMIO WM YHHUYTOXUTHh U MOAU(PHUIMPOBATH MPOTPaMMHOE OOECIeUYeHHE
MH()OPMAIMOHHOW CUCTEMBI MEPCOHANBHBIX JTAHHBIX U (WJIM) OJIOKMPOBATH ammapar-
HBIE CPEJICTBA.

IIporpamMHoe (IpPOrpaMMHO-MATEeMATHYECKOE) BO3AEeCTBHE — HECAHK-
IIMOHUPOBAHHOE BO3JICMCTBUE HA PECYpPChl aBTOMATU3MPOBAHHON WHOOPMAITMOHHON
CHCTEMbI, OCYIIECTBIISIEMOE C UCIIOJIb30BAHUEM BPEIOHOCHBIX MPOTPAMM.

PackpbiTHe MEepCOHAIBHBIX JAHHBIX — YMBIIUICHHOE WK CIydailHOE Hapy-
eHNue KOHPUICHITMATHHOCTH MTEPCOHABHBIX IAHHBIX.

PacnpocTpaHenne nmepcoHANbHBIX JTAHHBIX — JICHCTBHUSA, HAIllpaBJICHHBIC HA
nepenavdy MepPCOHANBHBIX JTaHHBIX OMpEeACIEHHOMY Kpyry il (mepemada Imepco-
HaJIbHBIX JAHHBIX) WJIA HAa O3HAKOMIIEHHE C MEPCOHAIbHBIMU JaHHBIMH HEOTPaHU-
YEeHHOT'0 KpyTra JIHI], B TOM 4ucjie 00OHApOJIOBAHKUE MEPCOHANIBHBIX JAHHBIX B CPEJCT-
Bax MacCOBOM uHdopmanuu, pa3MelleHue B uH(}OpMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSAX WM MPEIOCTaBIEHUE JIOCTYNa K MEPCOHAIbHBIM
JAHHBIM KaKUM-JINOO UHBIM CIIOCOOOM.
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Pecypc uHpopManmoOHHOM CHCTEMbI — UMEHOBAHHBIN 3JEMEHT CUCTEMHOTIO,
IPUKJIATHOTO WM anmapaTHOro odecmedeHus: (PyHKIMOHUPOBAHUS WH(GOpPMAIYOH-
HOW CUCTEMBI.

CnenuajbHble KATErOPHH NMEPCOHAIBHBIX JAHHBIX — MEPCOHATBHBIC JaH-
HBIC, KaCaromuecsa paCOBOfI, HaHHOHaJIBHOﬁ IMPHUHAIJICIKHOCTH, IMOJIMTUICCKUX B3TJIA-
JIOB, PETTUTHO3HBIX WK PHIIOCOPCKUX YOIKIECHUHN, COCTOSHUS 3J0POBhS 1 MHTUMHOMN
KU3HU CYOBEKTa EPCOHATBHBIX JTaHHBIX.

CpencrBa BbIMMCIUTEIBHONH TEXHHKH — COBOKYITHOCTh MPOTPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHUCTEM OOpa0OTKH JAHHBIX, CIIOCOOHBIX (DYHKIIMOHHPO-
BaTh CAMOCTOATEIIBHO WM B COCTABE IPYTUX CUCTEM.

CyObekT aocryna (Cy0beKT) — JULO0 WU MPOLECC, JIEUCTBUS KOTOPOTO PET-
JAMEHTUPYIOTCS NMPAaBUJIAMU Pa3rPaHUYECHUS JOCTYIA.

TexHuyeckuii KaHAI YTeYKH UH(POPMAILUN — COBOKYITHOCTb HOCUTEIIS UH-
dbopmaruu (cpeactBa 00padOTKK), (PU3UUYECKOM Cpeibl pacipocTpaHeHus: nHbopMa-
TUBHOTO CUTHAJIa ¥ CPEJICTB, KOTOPHIMU JOOBIBACTCSI 3allUIllaeMasi THpopMaIiusi.

TpancrpannyHasi mepefaya NePCOHAJNBHBIX MAAHHBIX — Tepegada Mepco-
HaJIBHBIX JJAHHBIX OIepaTopoM uepe3 ['ocymapcTBeHHyro rpanuily Poccuiickoit ®e-
Jiepanyy OpraHy BJIAaCTH MHOCTPAHHOTO TOCYAapcTBa, (PM3MUYECKOMY WIIH FOpPHIUYC-
CKOMY JIUIy HHOCTPaHHOT'O TOCYIapCTBa.

Yr1po3bl 0€30IaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBUM U
(baxTOpOB, CO3AAOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCIIE CITy4aitHO-
ro, IOCTyTNa K NMEPCOHATLHBIM JAHHBIM, PE3YJBTATOM KOTOPOTrO MOXKET CTaTh YHUY-
TOXXKEHHUE, U3MEHEHHE, OJIOKMPOBaHNE, KOMMPOBAHKE, PACTIPOCTPAHEHUE TIEPCOHATb-
HBIX JTAHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUI TIPU MX 00pabOTKe B
UH()OPMAIIMOHHON CUCTEME TIEPCOHATTHHBIX TAHHBIX.

YHUUTOXKEHHE MEePCOHATIBHBIX JAHHBIX — JICHCTBUSA, B PE3YJIbTATE KOTOPHIX
HEBO3MOXKHO BOCCTAHOBUTH COJIEP)KaHUE TMEPCOHATBHBIX JIAaHHBIX B WH(OPMAIMOH-
HOW CHUCTEME NEPCOHABHBIX JIaHHBIX WM B PE3YJIbTATE KOTOPBIX YHUUYTOMKAKOTCS
MaTepuagbHbIE HOCUTEIIN NEPCOHAIBHBIX JAHHBIX.

YT1euka (3ammiaemMoii) HH(pOPMAIMH 10 TEXHUYECKUM KAHAJIAM — He-
KOHTPOJIMPYEMOE PACIIPOCTpaHeHNE WMH(POpMAIMK OT HOCUTENS 3allUIaeMON WH-
dopmarn yepe3 Pr3MIECKyro Cpemy 0 TEXHMYECKOTO CPEACTBA, OCYIIECTRISIONIE-
ro rnepexsar uHMOpMaIu.

YupekaeHue — yUpexJACHUS 3APaBOOXPAHCHHUS, COIMAILHON cepsl, Tpyaa U
3aHSATOCTH.

Ys13BUMOCTb — ClTa00OCTh B CPEICTBAX 3aIIUTHI, KOTOPYIO MOXHO HCIIOJIB30-
BaTh JJIsI HAPYIIICHUSI CHCTEMBI WIIM COJIEp KaITIeHiCs B Hel MH(GOPMAITHH.

IesocTHOCTH HHGOPMAIIUH — CIIOCOOHOCTb CPEJICTBA BHIYUCIUTEILHON TEX-
HUKH WM aBTOMAaTH3MPOBAHHOM CHCTEMBbI 00ECIeurBaTh HEM3MEHHOCTh MH(OpMa-
IIUH B YCJIOBUSIX CTy4aitHOTO W/WJIM MPeTHAMEPEHHOTO UCKaKEHUs (pa3pyIeHus).



OBO3HAYEHUA U COKPAILIEHUA

ABC — anTHBUpYCHBIE CpE/ICTBA

APM —aBTOMaTH3UpPOBAaHHOE PA0OYEE MECTO

BTCC — BcriomorarenbHbIe TEXHUYECKUE CPENCTBA U CUCTEMBI
NCII 1 — nadopMaliioHHast cucteMa nepCoHaNbHBIX JAHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokanpHasi BBIYACIUTEIIbHAS CETh

MD — MexceTeBoM SKpaH

HC/I — HeCaHKIIMOHMPOBAaHHBIN JTOCTYTI

OC — onepalioHHAas cCUCTEMa

[1/TH — nepcoOHAIbHBIE TaHHBIE

[IMB — nporpaMmmMHO-MaTEMaTHYECKOE BO3ACHUCTBUE

[10 — nporpamMmmHOe obecrieueHue

[IBDMUH — noGo4HbIE 37€KTPOMArHUTHBIC W3TyUSHHUS Y HABOKH
CA3 — cucrema aHanu3sa 3alMIIEHHOCTH

C3U — cpeacTra 3amuThl HHPOPMAIIUU

C3I1/In — cuctema (mojcucTemMa) 3aluThl IEPCOHATBHBIX JAHHBIX
COB — cucrema 0OHapy>XeHUS! BTOP>KEHUN

TKY U — TexHnveckre KaHallbl yTeUKU HHpOpMalLiu

YBI1/{H — yrpo3bl 6€30macHOCTH IMePCOHATLHBIX JAHHBIX



BBEJAEHHUE

[Tonmutuka pazpaboTaHa B COOTBETCTBUHU C LEISAMU, 33/la4aMU U MPUHUUIIAMU
oOecrniedeHurs 0€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX U3J0XKEHHBIX B KoHIenmu nH-
dopmartmonnoi 6ezonacHoct CITJ PIBJIITY «KUYPKB» (nanee — KUYPKB).

[Tonmutuka paspaboTaHa B COOTBETCTBUH ¢ TpeOoBaHusiMu DenepanbHOro 3a-
koHa oT 27 uronst 2006 r. Ne 152-®D3 «O nepcoHanbHBIX JAHHBIX» U MOCTAaHOBJICHUS
[IpaButenscTBa Poccuiickoit @enepanuu ot 11 Hosi6ps 2007 r. Ne 781 «OO0 yTBep-
xaeHuu [lonoxenus: 06 oOecrieueHnn 0€30MACHOCTH MEPCOHANIBHBIX JAHHBIX MPH UX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHANIbHBIX JAHHBIX)», HA OCHOBAHUH:

- «Pexomenpamnuii mo oOecreyeHUI0 0E30MaCHOCTH MEPCOHANBHBIX JaHHBIX
npu Uux o6paboTke B MHPOPMALMOHHBIX CUCTEMaX MEPCOHAIbHBIX JAHHBIX», YTBEP-
*neHHbix 3amectuteneM aqupekropa PCTIK Poceun ot 15.02.2008 r,

- «TunoBbIX TpeOOBaHMUI MO OpraHu3alMu U o0ecredeHno (HyHKIIMOHUPOBA-
HUS WU(GPOBAIBHBIX (KpUITOIPAPUUECKUX) CPEACTB, MPETHAZHAUYCHHBIX JIJIS 3aLUTHI
uH(popMauu, HE COAEpKAIIEH CBEIEHUMN, COCTABISIOIIUX TOCY/IapPCTBEHHYIO TaillHY
B CJIy4ae M3 MCIOJb30BaHM I 0OecrieueHns 0€30MacHOCTH EPCOHATBHBIX JIaHHBIX
pu UX 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHABHBIX JTaHHBIX)», YTBEP-
x1eHHbIX pykoBoacTBoM 8§ Ilentpa @CB Poccun 21.02.2008 1. No 149/6/6-662.

B Ilonutuke onpenenensl TpedoBanus k nepconainy MCII/IH, ctenens oTBeT-
CTBEHHOCTH IE€pPCOHaNA, CTPYKTypa U HEOOXOJAMMBIN ypOBEHb 3alllMIIEHHOCTH, CTa-
TyC W JOJDKHOCTHBIE OOS3aHHOCTH COTPYJIHHKOB, OTBETCTBEHHBIX 3a OO€CIeUeHHE
6e3onacHoctu nepcoHanbubiX nanHbix B UCIIn KUPKBD.



1 O01mume moJ1oKeHus

Lenwro HacTosmiei [lomuTuky sBaseTcsa odecredeHre 0e30IacHOCTH 0OBEKTOB
3ammTel KYPKD OT Bcex BUIOB yrpo3, BHEIIHUX U BHYTPEHHUX, YMBIIUIEHHBIX U HE-
npeIHaMEPEHHbBIX, MUHUMH3AIMUS yiiep0a OT BO3MOXHOW peanu3aluu yrpo3 0e30-
nacuoctu [1JIn (YBIIn).

be3onacHOCTh MEPCOHATBHBIX JAHHBIX JIOCTUTAETCS MYyTEM HUCKIIOYEHUS He-
CaHKI[MOHUPOBAHHOI'O, B TOM YHCJIE€ CITyYailHOT0, IOCTYIIAa K IEPCOHAIBHBIM JaHHBIM,
pe3yiabTaTOM KOTOPOIO0 MOXKET CTaTh YHMUYTOXKEHHE, U3MEHEHHUE, OJIOKMPOBAaHUE, KO-
MIAPOBAaHUE, PACIIPOCTPAHEHUE TMEPCOHAIBHBIX JTaHHBIX, @ TAKK€ MHBIX HECAHKIMO-
HUPOBAHHBIX JICVUCTBUU.

Nudopmarus u cBsizaHHbBIE ¢ HEH PECYPCHI IOJKHBI OBITh JIOCTYITHBI JUIsI aBTO-
PU30BaHHBIX MOJIb30BaTeeH. JIOIKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHapyxe-
HUe U pearupoBanue Ha Y BIIJIH.

JIOJKHO OCYIIECTBIIATHCS MPENOTBPALEHUE MPEIHAMEPEHHBIX WJIU Cly4ail-
HBIX, YACTUYHBIX WJIA MOJHBIX HECAHKIIMOHUPOBAHHBIX MOIU(PUKALMI WU YHUUYTO-
YKEHUSI TAaHHBIX.

CocTtaB 00BEKTOB 3allMTHl NpEJCTaBIeH B [lepeuHe MepcoHAIbHBIX JIAHHBIX,
HOJJIEXKAIIMX 3AIIUTE.

Cocra UCIIIH nomnexamux 3ammre, TpeacraBieH B OTyere 0 pe3ynaprarax
[IPOBEJCHUS BHYTPEHHEN TPOBEPKH.
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2 O0JacThb 1elicTBUA

TpeOoBanus Hacrosiieil [IoaUTHKHA pacnpOCTPAHSIOTCS HA BCEX COTPYIHUKOB
VYupexxnenus: (IUTaTHBIX, BPEMEHHBIX, pa0OTAlOIMX MO KOHTPAKTY U T.I.), @ TaKKe
BCEX NPOYMX JUL (IOAPSIAYNKH, AYAUTOPHI U T.I1.).
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3 Cucrema 3alIUTDBI NCPCOHAJBHBIX TaHHbIX

Cuctema 3amuThl nepcoHanbubix AaHHbIX (C3I1/IH), cTpoUTCS HA OCHOBAHUMU:

- OTyeTa 0 pe3yJibTaTax MPOBEICHUSI BHYTPEHHEW MPOBEPKHU;

- [lepeuHs nepcoOHATBHBIX JIAHHBIX, TOJICKAIINUX 3aIIUTE,;

- Akra knaccudukanu nHOOPMaIIMOHHOW CUCTEMBI IEPCOHANIBHBIX JAHHBIX;

- Mozenu yrpo3 6€301acHOCTH MEPCOHAILHbBIX JIAHHBIX;

- [losiookeHHsl O pasrpaHUYEeHHUH MPaB JIOCTyMa K oOpabaTbiBaeMbIM MEPCO-
HaJbHBIM JIaHHBIM;

- PykoBogsamux nokymeHToB @CTOK u ®Ch Poccun.

Ha ocHoBaHuuM 3THX JTOKYMEHTOB OIIpEAesAeTCs HEOOXOIUMBIN ypOBEHb 3a-
nnieHHocty [1/1n kaxaoit UCIIIx Yupexnenus. Ha ocHoBaHuY aHanu3a akTyalb-
HBIX yrpo3 6e3omacHoctu [1/]H onucannoro B Mogenu yrpo3 u OTtdera o pe3yibTa-
Tax MPOBEICHUS BHYTPEHHEH MPOBEpKE, JEIaeTCs 3aKI0YEHHUEe O HEOOXOIUMOCTHU
UCIIOJIb30BaHUs TEXHUYECKUX CPEACTB U OpPTraHU3alMOHHBIX MEPOIPUATHM J1s1 00ec-
neyeHus: 6ezonacHocTty [1/1H. BeiOpanHble HEOOXOAMMBIE MEPOIIPHUITHS OTPAKAIOTCA
B [l1ane MeponpuaTuii mo obecneyeHuro 3anmTel [1/1H.

Jns xaxaoit UCITJIH noskeH ObITh COCTABIICH CITMCOK HMCMOJIb3yeMbIX TEXHU-
YECKUX CPEJCTB 3alUThI, a TaK K€ MPOTPAaMMHOT0 00ECHeUYeHUsI yYaCTBYIOLIETO B
obpabotke I1JIH, Ha Bcex anmemenTax MCII/IH:

- APM nonp3oBaTene;

- CepBepa NpUItOKEHU;

- CYB/;

- I'panuna JIBC;

- KananoB mepemaun B ceTu 00IIero MOJb30BaHUS U (MITM) MEXKITYHAPOIHOTO
oOMeHa, eciu o HuM niepeaatorcs [1/1x.

B 3aBucumoctu ot ypoHs 3amuiieHHOCTH MCII[IH u akTyallbHBIX Yrpos3,
C3IIIH MOKeT BKIIFOYATh CIEAYIOIINE TEXHUUECKHUE CPEICTBA:

- QHTUBUPYCHBIE CPEJCTBA JJIsl pabOUMX CTAHIIUM MMOJb30BaTEIEH U CEPBEPOB;

- CPEICTBA MEKCETEBOI0 SKPAHUPOBAHUS,

- CpeACTBa KPUINITOrpaduyecKoi 3amuThl HHGOPMAILIUU, TIPU Tepeaaye 3aiiu-
1aeMor HHQpOpMaIH 10 KaHaJlaM CBSI3H.

Tak e B CIUCOK JOJKHBI OBITh BKITIOUEHBI (DYHKITUU 3aIUThI, 0OeCTieurBae-
Mble MTaTHBIMU cpeacTBamu oOpabotku [1J[H omepanmonubiMu cuctemamu (OC),
npukiiagubM [10 U crienranbHBIMU KOMILIEKCAMU, PEANM3YIONIUMU CPEJICTBA 3alllv-
Thl. CIUCOK (DYHKIIMIA 3aIIUTHl MOKET BKJIFOYATh:

- YIIPaBJICHUE U pa3rpaHUUYEHUE JIOCTYyNa MOJIb30BaTEIIECH;

- PETUCTpAIHIO U yUeT ACUCTBUM C MHGOPMAIIHEH;

- - oOecrieunBaTh 1EJIOCTHOCTH JIaHHBIX;

- - IPOU3BOAUTH OOHAPYKEHUN BTOPKEHUM.

CHnMCcoK HMCMONB3yeMbIX TEXHUYECKUX CpPEICTB oTpaxkaercs B ILimane mepo-
OPUATUNA 110 00ECIICUCHHIO 3aIUThl TEPCOHAIBHBIX JIAHHBIX. CIUCOK UCIOIb3YEeMbIX
CPEACTB JOJDKEH MOAAEPKUBATHCS B aKTyaJbHOM COCTOSIHMM. [Ipu n3MeHeHuu co-
CTaBa TEXHUYECKHX CpencTB 3ammThl win 3nemMeHToB MCII/IH, cooTBeTCTBYIOIINE
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U3MCHCHHUA JOJIKHBI ObITh BHeceHbI B CIIHUCOK M YTBCPIKACHBI PYKOBOAUTCIICM Vu-
PEXKACHHUA NN JIMIIOM, OTBETCTBCHHBIM 3a oOecrneueHue 34U ThI HI[H
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4 TpeooBanus k noacucremam C3I1/1n

C3I1/Ix BrIIOYAET B ceOsl CIASAYIONINE TTOJACUCTEMBI:

- YIPaBJICHUS JOCTYIIOM, PETUCTPALIMU U YUETA;

- obecrieueHus1 IeIOCTHOCTH U JAOCTYITHOCTH;

- AHTUBUPYCHOM 3aILINTBHI;

- MEKCETEBOT0 SKPaHUPOBAHUS,

- aHaJIM3a 3alUIIEHHOCTH;

- OOHapYKEHUS BTOP>KECHHUIA;

- KpunTorpaduyeckom 3aiuThl.

[Moacucremsr C3II[IH uMMerOT paznuyHbld (YHKIHUOHAT B 3aBUCUMOCTH OT
kiacca UCIIInH, onpeneneHHoro B Akte kiaaccudukamyu nHGOPMAIMOHHON CHCTe-
MBI _TIEPCOHAIBHBIX AaHHBIX. Crucok cooTBeTcTBUs (PpyHkiui moacucrem C3I11n
KJIaCcCy 3alllUIIEHHOCTH NpeAcTaBiieH B [Ipunoxkennn.

4.1 lloacucremMbl yNpaBJieHUs: JOCTYIIOM, PErUCTPALMU U yYeTa

[loncucremMa ynpaBlIEHHsI TOCTYNOM, PETHCTPALMM M ydeTa IpeJHa3HaYeHa
JUISL peau3aly CaeIyrommux QyHKIHMA:

- UJIEHTU(UKALIMU U TIPOBEPKA MOATUHHOCTU CYOBEKTOB JOCTYyIa IPU BXOZE B
NCIIH;

- UICHTU(PUKAUUHU TEPMHUHAJIOB, Y3JIOB CETH, KaHAJIOB CBSI3U, BHEUIHUX YCT-
POICTB MO JOTUYECKUM UMEHAM;

- UICHTU(PUKALMU [IPOrpaMM, TOMOB, KaTajoroB, (pailnos, 3anucei, nomieu 3a-
MMCcel Mo UMEHaM;

- perucTtpaiuu Bxoaa (BbIxoAa) cyObEKTOB JOCTYIAa B CUCTEMY (U3 CHUCTEMBI),
aM00 perucTpauus 3arpy3kd M MHUIUAIU3aluKd ONIEPAIMOHHON CUCTEMBI U €€ OCTa-
HOBA.

- pEerucTpaluy MONbITOK JI0CTyNa IPOrpaMMHBIX CPEACTB (IIpOrpaMm, MpoLec-
COB, 3aJ1a4, 3aJ]aHui1) K 3alUIIaeMbIM (ailiam;

- perucTpaluy MONbITOK J0CTyNa MPOrpaMMHBIX CPEIACTB K TEpMHUHAIaM, Ka-
HaJlaM CBS3H, IPOrpaMMaM, TOMaMm, Karajoram, Qaitiam, 3aucsm, MoJisiM 3arucen.

[Toncuctema ympaBiieHUs TOCTYNOM MOXET OBITh peaju30BaHa C MOMOIIBIO
MTAaTHBIX cpenctB oOpaboTku [1/1H (omepannonubix cuctem, npuiiokenuit u CYB]I).
Tak ke MOXET ObITh BHEAPEHO CHEHAIbHOE TEXHHUYECKOE CPEICTBO MM MX KOM-
IJIEKC OCYIIECTBISIONIUE JOMOJIHUTENbHBIE MEPHI 10 ayTeHTU(MUKALIMK U KOHTPOJIIO.
Hanpumep, npuMeHeHre eAMHBIX XPaHWIUIL YYETHBIX 3alKceil moib3oBarenel u pe-
TUCTPALIMOHHON HH(OpMAIUU, HUCIIONb30BAHUE OMOMETPUUECKUX U TEXHUYECKHX (C
MOMOIIBIO 3JEKTPOHHBIX MPOMYCKOB) MEP ayTeHTUPUKALUU U APYTHX.

4.2 Tloncucrema odecneveHus HEJOCTHOCTH U TIOCTYITHOCTH

HOI[CI/ICTCMa obecneueHus HCIOCTHOCTH M AJOCTYIIHOCTH MPCAHA3HAYCHA IJIA
oOecrneyeHus OEJOCTHOCTH M OOCTYIIHOCTH H]_—[H, IMpOrpaMMHBIX W alllIapATHBIX
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cpencts UCIIIH YupexneHus, a Tak *e CpEJACTB 3allUThl, IPU CIy4YaiHOW WM Ha-
MEPEHHON MOAM(PUKALIIH.

IToncucreMa peanusyercsi C TOMOLIBIO OPTaHU3ALUU PE3EPBHOTO KOIMPOBAHUS
oOpalaTbIBa€MbIX JAaHHBIX, a TaK JX€ PE3EPBUPOBAHUEM KIIIOYEBBIX D3JIEMEHTOB
NCIIH.

4.3 IlogcucreMa aHTUBUPYCHOM 3a1UTHI

[loncucremMa aHTUBUPYCHOM 3allMTHI MpeIHA3HAUCHA JIJIsi 00eCIieUeHUs aHTH-
BUPYCHOU 3amuThl cepBepoB U APM nons3oBareneit UCII/IH YupexneHus.

CpencTBa aHTHUBUPYCHOM 3alllMThl NPEIHA3HAYEHBI JUISl peallu3alyu CIEAYIo-
X (QyHKITHIA:

- PE3UICHTHBIA AHTUBUPYCHBI MOHUTOPHHT;

- AaHTUBUPYCHOE CKaHUPOBAHUE;

- CKpUNT-OJIOKUPOBAHME;

- LIECHTPAJIM30BAHHYIO/YIAJICHHYIO YCTAaHOBKY/JEUHCTAUISILIMIO AHTUBUPYCHOTO
IIPOAYKTA, HACTPOUKY, aAMUHUCTPUPOBAHUE, ITPOCMOTP OTUYETOB U CTATUCTUYECKOU
uHdopmaIuu 1o padboTe MPoaAyKTa;

- aBTOMAaTU3UPOBAaHHOE OOHOBJICHHE AHTUBUPYCHBIX 0a3;

- OTPAaHUYEHHE MPAB IOJIL30BATENSI HA OCTAHOBKY HMCIIOJNHAEMBIX 3aJ1a4 U W3-
MEHEHHS HACTPOEK aHTUBUPYCHOTO MPOTPaMMHOI0O 00ECIIeUEHNUS;

- aBTOMAaTUYECKHM 3aIlyCK Cpasy I0CIIe 3arpy3KH ONEPALUOHHON CUCTEMBI.

[loncucrema peanmusyeTcs IyTEM BHEAPEHUS CIELMATbHOTO aHTUBUPYCHOIO
nporpaMMHoro odecrneuenus Ha Bce anemMenTsl UCI/IH.

4.4 MoacucremMa MeKCeTeBOr0 IKPAHUPOBAHUS

[TogcucrteMa MeEKCETEBOrO0 SKpAHUPOBAHUSI MpEAHA3HAYEHA I peav3aluu
CIETYIOIINX (PYHKITHIA:

- GuAbTpalMM OTKPBITOrO W 3ammppoBaHHOrO (3akpbiToro) IP-tpaduka mo
CJIEAYIOIINM ITapaMeTpaM;

- ¢UKcanMu BO BHYTPEHHHUX >XypHajax HMHGOpMAIMU O MPOXOASIIEM OTKPHI-
TOM U 3aKpbiToM [P-Tpaduxe;

- UICHTUPUKAIMY U ayTeHTU(UKALIMIO aIMUHUACTPATOpPa MEXCETEBOIO IKpaHa
IIPU €T0 JOKAJBHBIX 3aIIPOCax Ha JOCTYII,

- perucTpanuu Bxoja (BbIX0Ja) aIMUHHCTPATOPa MEKCETEBOTO dKpaHa B CHUC-
TeMy (M3 CHUCTEMBI) JIMOO 3arpy3KH U WHUIIMATU3AINKA CUCTEMBI B €€ TIPOrPaMMHOTO
OCTaHOBA;

- KOHTPOJIS IETTIOCTHOCTH CBOEH MPOTpaMMHON ¥ MHGOPMAIIMOHHOM YacTH;

- GUIBTpAIMU TTAKETOB CITYKEOHBIX MTPOTOKOJIOB, CIYKAIIKUX JIJISl TUArHOCTUKU
U yTpaBJeHus paboTOM CETEBBIX YCTPOMCTB;

- QUIBTpallMd C YYETOM BXOAHOTO M BBIXOJHOTO CETEBOro MHTepdeiica Kak
CPENCTBO MPOBEPKHU MOJJIMHHOCTH CETEBBIX A/IPECOB;

- PETUCTPALIMY U yY€eTa 3allpalluBaeMbIX CEPBUCOB MIPUKJIATHOTO YPOBHS;
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- OJIOKUPOBaHUS JOCTyNa HEUACHTU(DULIMPOBAHHOTO OOBEKTa WM CyObEKTa,
HNOJIMHHOCTH KOTOPOTO MPH ayTeHTHU(PHKALUN HE MOATBEpANUIIach, METOAAMHU, YCTOM-
YUBBIMH K I1€PEXBATY;

- KOHTPOJISl 32 CETEBOM aKTUBHOCTHIO MPUIIOKEHUIH W OOHAPYKEHUSI CETEBBIX
arax.

[logcucrema peanusyeTcst BHEAPEHUEM MIPOrPaMMHO-AMIAPATHBIX KOMILIEKCOB
MEXKCETEBOIo 3KpaHupoBaHus Ha rpanuie JICB, knaccom He Huke 4.

4.5 MMoacucTeMa aHAJIN3A 3ALIHIIEHHOCTH

[Toacucrema ananu3a 3alMIIEHHOCTH, JOJKHA 00€CTIeUnBaTh BHISIBIICHUS YA3-
BUMOCTEH, CBS3aHHBIX ¢ ommubOkamu B koHurypamuu [10 UCIIH, koTOpble MOTYT
OBITH HCIIOJIb30BAHbI HAPYIIUTENIEM ISl peau3allii aTaku Ha CUCTEMY.

DYHKIIMOHAJI TIOJICUCTEMBl MOKET ObITh peaiu30BaH MPOTPAMMHBIMU H IIPO-
TPaMMHO-AIIAPATHBIMUA CPEICTBAMMU.

4.6 lloacucrema o0OHAPYKEeHHUS BTOPKeHMIt

[Toncucrema oOHapyKEHUST BTOPKCHUH, JOJDKHA 00€CTICUNBATh BBISBIICHUE CE-
TeBbIX aTak Ha 3meMeHThl VICII/IH nmogkiroueHHBIe K CeTsSM OOIIEro MoIb30BaHUS U
(M1K) MEXTYHApPOTHOTO OOMEHA.

OyHKIMOHAT TOJCUCTEMBI MOXET OBITH peaaru30BaH MPOTrPAMMHBIMU H TIPO-
IpaMMHO-AIaPaTHBIMU CPEICTBAMH.

4.7 lloacucremMa KpUNTOrpaguuecKoi 3alUThI

[Toncucrema kpunrorpauyeckod 3alUThl MpeIHa3HAaYeHa JUIsl UCKIIOUEHUS
HCJ x 3anmumaemoii nuagopmanuu B UCIIIn Yupexnenus, npu ee nepeaadu mo Ka-
HaJlaM CBSI3M CeTel 00I111ero Mojab30BaHus U (MJIK) MEXIyHaApOAHOTO OOMEHa.

[loncucrema peanusyeTcsi BHEIPEHUST KpUNTOrpapuuecKux MNpOrpamMMHO-
anmnapaTHbIX KOMIUIEKCOB.
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5 Hoan3oBatean UCIIAn

B Konneniuy nHpopManimoHHOM 0€30MacHOCTH ONpeeIeHbl OCHOBHBIE KaTe-
ropuu mojbs3oBareneil. Ha ocCHOBaHWM ATHX KAaTeTOpUH JODKHA OBITH MPOU3BEICHA
tunu3anus nonbszoBarenet UCII/H, onpeaeneH X ypoBeHb JIOCTyIa U BO3MOKHO-
CTH.

B UCII/IH YupexaeHnus MOKHO BBIIAECIHUTH CIEIYIOUIME TPYIIbl MOJIb30BaTe-
JieH, yJ4acTBYIOIIUX B 00paboTke u xpaneHuu [1/1x:

- Anmunuctpartopa UCII/H;

- AIMUHHCTpaTopa O€30MacHOCTH;

- Oneparopa APM;

- AAMUHHUCTpATOpa CETH;

- Texanueckoro cnenuairucra Mo oOCIyXKUBaHUIO NepudepuitHoro odopyao-
BaHWI,

- [Iporpammuct-pazpadorunk MCII/IH.

JlaHHbIe O rpynmnax MmoJib30BaTeNsIX, YPOBHE UX JOCTyIa U HHPOPMHUPOBAHHO-
CTH J0JKEH ObITh OTpakeH B [1osiokeHne 0 pa3srpaHMYeHUH IpaB JocTyna K oopabda-
THIBAEMBIM IE€PCOHATbHBIM JTAHHBIM.

5.1 Axmunucrparop UCIIIn

Anvunuctpatop UCII/IH, coTpyaHHUK Y4peKIeHHs, OTBETCTBCHHBIM 3a Ha-
CTpOiKy, BHenpeHnue u comnpoBoxaenue MCIIJIH. O6ecneunBaer GhyHKIIMOHUPOBA-
Hue noacucremel ynpasieHus nocrynom MCII/IH v ynmogHOMOYEH OCYIIECTBIATH
IPEIOCTaBIEHUE U pasrpaHUUYEHUE JIOCTyNa KOHEYHOTo mojib3oBatens (Omneparopa
APM) K 1eMeHTaM XpaHsIIUM NEPCOHANBHBIE TaHHBIE.

Anmunuctpatop UCIT[IH o6nanaer ciaenyomyM ypoBHEM JIOCTYTIA U 3HAHUH:

- o0sagaeT noaHoM nHpopMaluel 0 CHCTEMHOM U MPUKJIAJHOM IPOrpaMMHOM
obecnieuennu UCII/H;

- o0azaer noHOM MH(poOpMael 0 TEXHUYECKUX CPEJCTBAX U KOH(PUTypaLun
NCIIH;

- UMEET JIOCTYI KO BCEM TEXHUYECKHUM CpeACcTBaM 00paObOTKH MH(POPMALUKU U
nanubiM UCITIH;

- o0jajaer mpaBaMu KOH(PUTYPUPOBAHMS W aJIMUHHUCTPATUBHOM HACTPOMKHU
texHnueckux cpencts UCII/H.

5.2 AAMUHHMCTPATOP 0€30MACHOCTH

AnMuHHCTpaTOp O€30MAaCHOCTH, COTPYAHUK YUpexIACHHs, OTBETCTBEHHBIN 3a
¢dbynkunonupoanue C3IIJIH, Bktouyas 0OCIyXMBAaHME U HACTPOUKY aAMUHUCTpa-
TUBHOU, CEPBEPHOM U KIMEHTCKOW KOMIIOHEHT.

AnmunucTpaTop 0€30macHOCTU O00MaJaeT CISAYIOLUMM YPOBHEM JOCTYyNa MU
3HAHUMU:

- obnanmaer npaBamu Anmunuctparopa UCIT/IH;

- obnagaet nonHoi uudopmarmeit 06 UCIIH;
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- IMEET JIOCTYI K CPEeACTBaM 3alIUThl HH()OPMAIIMA U MPOTOKOJIMPOBAHUS U K
yacTu Kiaro4deBbIX djiemeHToB MCII/IH;

- HE UMEET MpaB JIOCTYMNA K KOHQUTYPUPOBAHUIO TEXHUUYECKUX CPEJICTB CETH 32
UCKIIFOUEHUEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX ).

AJIMUHHCTpATOP OE30MACHOCTH YIIOJHOMOYEH:

- peanu30BbIBaTh MOJUTUKHU Oe3omacHOoCcTH B yacTu HacTpoiiku CK3U, mexce-
TEBBIX IKPAHOB U CUCTEM OOHAPYKEHHUs aTakK, B COOTBETCTBUU C KOTOPBHIMU IOJIb30-
Barenb (Oneparop APM) nonydaer BO3MOKHOCTh padoTaTh ¢ anementamu UCIIH;

- OCYIIECTBJISITh ayJUT CPEICTB 3aLIUTHL;

- YCTAHABJIMBATh JIOBEPUTEIbHBIE OTHOLICHHSI CBOEH 3aIlMILCHHOW CETU C Ce-
TAMH APYTUX YUPEKICHUMN.

5.3 Onepatop APM

Omnepatop APM, corpyaHuK YUpexXIeHus, OCYIIECTBISIOMMIA 00pabOTKy
[1a. Oo6pabotka [1/IH BkiIOYaeT: BO3MOXKHOCTH IpocmoTpa II/IH, pydHOil BBOJI
[111 B cucremy UCII/IH, ¢popMupoBaHue cripaBOK W OTYETOB MO MHGOPMAIMH, ITO-
nyuernHou u3 UCII/I. Oneparop HE MMEET MOTHOMOYNN ISl YIPABIEHUS MMOJACUCTE-
Mamu 00paboTku nanHbx U C3I1/]H.

Omneparop UCIIJ/IH o61agaeT cieayomuM ypoBHEM AOCTYIIA U 3HAHUM:

- o0JajaeT BCceMH HEOOXOIMMBIMHM aTpulOyTaMu (Hampumep, mapojem), odec-
MEYUBAOIIMMHU JOCTYN K HEKOTOPOMY ITOAMHOkecTBY [1/1H;

- pacnojlaraetT KOHQUACHIMAIbHBIMU JAHHBIMU, K KOTOPBIM UMEET JOCTYII.

5.4 AAMMHHCTPATOP ceTH

AJMUHHCTPATOP CETH, COTPYAHUK YUPEKACHHS, OTBETCTBEHHBIN 3a ()YyHKLIHUO-
HUPOBAaHHUE TEJIEKOMMYHMKaMOHHOW moacuctembl MCII[IH. AnmunucTpaTop cetn
HE UMEET MOJTHOMOYMH JIJIsl YIIPaBJIEHUS MOJICUCTEeMaMHu 00paOOTKU JaHHBIX U 0€30-
MIACHOCTH.

AMUHHUCTpATOp ceT 00JaaeT CIEeAYIOIUM YPOBHEM JIOCTYIIA U 3HAHUIL:

- o0yiaaeT yacThio MHPOPMAIIUU O CUCTEMHOM M NMPUKJIAJAHOM MPOTPaMMHOM
obecneuernnu UCII/H;

- o0amaeT 4acThio HHMOPMAITUU O TEXHUYECKUX CPEACTBAX W KOH(MUTYpAITHH
NCTIH;

- UMeeT (PUBMYECKHUI JTOCTYN K TEXHUYECKUM CpeAcTBaM 00paboTKu MHGOP-
MallMy U CPeICTBaM 3allUThI;

- 3HAET, 110 MEHbILIEH Mepe, OJTHO JIETATbHOE UM JTOCTYIIA.

5.5 TexHn4yeckmii CEUAIUCT MO 00CTYKUBAHUIO NeprdepuitHOro
o0opynoBaHusI

TexHUYeCKU CHeUUanucT MO OOCITYXUBAHUIO, COTPYAHUK YUpexKIeHHS,
OCYUIECTBJISIET OOCIHy)KMBaHUE W HACTPOlKy mnepudepuitHoro o00pya0BaHUs
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NCIIdn. TexHuyeckuil crienuaiucT 1Mo oocmyKuBaHUIO He umeeT goctyna K [1/1H,
HE MMEET MOJIHOMOYNMN /711 YIPABJIEHUS MOACUCTEMaMU 00pabOTKU JTaHHBIX U 0€30-
IIACHOCTH.

TexHnyeckuil CnenuaIucT N0 00CTYKUBAHUIO 00JIa1aeT CIEIYIOIIUM YPOBHEM
JOCTYIIA U 3HAHWUM:

- 00y1ajaeT yacThl0 MHPOPMAIUU O CUCTEMHOM M NPUKJIAJHOM NPOrPaMMHOM
obecnieuenuu UCIIH;

- o0ylaaeT yacThio MH(POpPMALMKM O TEXHUUYECKUX CPEACTBAX M KOH(UTypaluu
NCIIH;

- 3HAET, I10 MEHBIIEN MEpe, OTHO JIETAIBHOE UMS JOCTYIIA.

5.6 IIporpammuct-paszpadorunk UCIIAn

[TporpaMMuCTBI-pa3paOOTUUKK (TIOCTABIIMKHN) MPUKIAHOTO MPOTPAMMHOIO
obOecrieueHus, 00€CIeUNBAIOIINE €r0 COMPOBOXKICHUE Ha 3aluiaeMoM o0bekTe. K
JAHHOMW TPYTMIE MOTYT OTHOCUTBHCS KaK COTPYAHUKHU YUpexKACHUs, TAK U COTPYTHHU-
KM CTOPOHHUX OPTaHU3aLNMN.

JIuno »ToOM Kareropuw:

- obnamaer uHpopManue o0 anropuTMax M nporpammax oopaboTku UHPOP-
Manuu Ha MUCI1/IH;

- 00JaaeT BO3MOKHOCTSIMA BHECEHHSI OIIMOOK, HEIEKIApUPOBAHHBIX BO3-
MOXHOCTEH, MPOTPAMMHBIX 3aKJIaJI0K, BPEAOHOCHBIX MPOTPaMM B MPOrPAMMHOE
obecrnieuenue CIIJIH Ha cTaguu ee pa3pabOTKH, BHEPEHUS U COMIPOBOXK/ICHUS;

- MOKET pacroJiaraTh JIOObIMU (parMeHTamMu HWH(OpMAIMU O TOMOJOTUHU

UCTI[Ix u Texaudeckux cpeacTBax o0padoTku u 3aumThl [1/1H, oOpadaTbiBaeMbIX B
NCTIIH.
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6 TpeOoBanusi K mepcoHaNy Mo odecrnedeHuto 3ammThl I H

Bce corpynnuku VYupexnenus, spistonuecs mnosb3oBarensmu  UCI/IH,
JOJKHBI YETKO 3HATh U CTPOIO BBINOJHATH YCTAHOBJIEHHBIE MTPaBUiia U 00SA3aHHOCTH
0 JIOCTYIY K 3alllUIIaeMbIM 00BEKTaM U COOIOCHUIO IPUHATOTO pekuMa Ge3omnac-
Hoctu I1/1H.

[Ipy BCTyIUIEHHH B JOJKHOCTH HOBOTO COTPYJHHKA HEMOCPEACTBEHHBIN Ha-
YaJIbHUK TOJIpa3/ieJIeHus, B KOTOPOE OH MOCTYMNaeT, 00s3aH OpraHu30BaTh €ro O3Ha-
KOMJICHUE C JOJDKHOCTHOW MHCTPYKUMEW M HEOOXOJUMBIMHU JOKYMEHTaMH, periia-
MEHTUPYIOIMMH TpeboBaHus 1o 3amute [1/1H, a Takke oOydueHre HaBbIKAM BBIMOJI-
HEHUS MPOoLIeIyp, HEOOXOAUMBIX JJI CAaHKIIMOHUPOBAHHOTO ucnoib3oBanust UCIIJIH.

CoTpyIHUK OJKEH OBITh 03HAKOMJIEH CO CBeAeHUsIMU HacTosAel [lomutukuy,
OPUHATHIX Tpouenyp padotsl ¢ anementamu UCTTn u C3I1/]H.

CoTpynHukn Y4pexaeHus, UCHOJb3YIOINE TEXHUYECKUE CPEJICTBA ayTEHTH-
(duKaly, IO0JKHBI 00€CIEeUMBATh COXPAHHOCTh HIECHTU(UKATOPOB (JIEKTPOHHBIX
kitoueid) u He gomyckarb HC/[ kK HUM, a Tak e BO3MOXHOCTb UX YTEPH WA UCTIONb-
30BaHus TpeTbUMU JiMnamu. [lomp30BaTeny HECYT NEPCOHANBHYK) OTBETCTBEHHOCTD
332 COXPaHHOCTh UJCHTHU(PUKATOPOB.

CoTpynHUKHA Y4UpeKICHUS IOJHKHBI CIEA0BATh YCTAHOBJIEHHBIM MpPOLEIypam
nojazepxxanus pexxuma 0ezomnacHocty [1/IH npu BeIOOpE M UCHOJB30BAHUM MapOJIeH
(ecnu He UCIOJIB3YIOTCSA TEXHUYECKUE CPEJCTBA Ay TCHTU(PUKALIUN).

CoTpynHUKH YUpexaeHUs JOHKHBI 00ecreurBaTh HaAJIeXKaIyo 3auIuTy 000-
pPYJOBaHMsI, OCTaBIsIEMOr0 0€3 MPUCMOTpa, OCOOEHHO B TEX ClyyasiX, KOrjaa B moMe-
IIEHUE UMEIOT JOCTYIl TIOCTOPOHHUE JHIla. Bee mosb30BaTenu H0KHBI 3HAaTh TpeOo-
BaHus 1o OezonacHoctu [1/IH 1 mpouexypsl 3amUThl 000PY10BaHUS, OCTABICHHOIO
0e3 mpucMoTpa, a Takke CBOU 00SA3aHHOCTH 10 0OECIEUEHUIO TaKOM 3alUThI.

CoTpynHuKaM 3amnpeniaeTcsi yCTaHABIMBAaTh IIOCTOPOHHEE MPOrPAMMHOE
oOecrieyeHue, NOoJIKJII0YaTh JIMYHbIE MOOMIIbHBIE YCTPOWCTBA U HOCUTENU MH(pOpMa-
LIMH, a TaK K€ 3aMMChIBaTh HA HUX 3allMILAEMYI0 HH(DOpMALHUIO.

CoTpyaHukaM 3ampelaercs pasriamarh 3alUiaeMy0 HHPOPMALIHMIO, KOTO-
pas ctajia UM U3BECTHa IpH paboTe ¢ MHPOPMALMOHHBIMU CUCTEMAMHU Y UpPEXKICHHUS,
TPETHUM JIULIAM.

[Tpu padote ¢ [11n B UCIIIH coTpyaHuku YupexaeHus 00s3aHbl 00ECIEUUTh
OTCYTCTBUE BO3MOXKHOCTH npocMoTpa II/IH Tperbumu nunamu ¢ MOHUTOpOB APM
WJIM TEPMUAHAJIOB.

[Tpu 3aBepmienuu padoter ¢ UCII[In corpynnuku o0si3anbl 3amututh APM
WIM TEPMHUHAJbl C IOMOIIbIO OJOKMPOBKU KJIHOYOM HJIM SKBUBAJICHTHOTO CPEICTBA
KOHTPOJISI, Hal[pUMep, AOCTYTIOM IO MapoJIt0, €CIIH HE UCTIONb3YIOTCS 00Jiee CUIIbHBIE
CPEICTBA 3AILMUTBHI.

Cotpynauku YupexaeHus IOJKHBI ObITh MPOUHGOPMHUPOBAHBI 00 yrpo3ax
HapyleHus pexxuma Oe3onacHocTd [IJ[H M OTBETCTBEHHOCTH 3a €ro HapyllIeHHE.
OHU [OKHBI OBITH O3HAKOMJIEHBI C YTBEPXKIECHHOM (OpMallbHOM Mpoleaypoil Ha-
JIOKEHUST TUCLMUIUIMHAPHBIX B3bICKAHUN HA COTPYAHUKOB, KOTOPbIE HAPYLIWIIU MPHU-
HSATBIE MOJUTUKY U Mpoueaypsl 0e3onacuoctu [1/1H.
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CotpynHuku 00s13aHBI 0€3 POMEIJICHUST COO0IaTh 000 BCEX HAOIIOAAEMBIX
WIN TIOJIO3PUTENBHBIX ciydasx padotel MCII/IH, MOrymux noBieub 3a COOOH yrpo3bl
0ezonacHocTH I1/IH, a Takke O BBISIBJICHHBIX UMHU COOBITHSX, 3aTParMBaroIIuX 0e¢30-
nacHocTh [1/IH, pyKOBOJCTBY IMOJIpa3/ICiCHUS U JIMIY, OTBEYAIOIIEMY 32 HEMEIJICH-
HOE pearpoBaHue Ha yrpo3bl Oe3omacHocty [1/1H.
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7 JlozkHOCTHBIE 00si3aHHOCTH mosib3oBaTenaeil MCIIIn

JomxHocTHbIe 00s13aHHOCTH monb3oBaTeneit UCII/In onucansl B cienyrommx
JIOKYMEHTAX:

- NacTpykimsa agmunnctparopa UCIH;

- NacTpykimg agmunuctparopa 6esonacHoctr UCIIJIH;

- NacTpykims noab3oBaresss MCILIx;

- UHCTpYKIIMSA 1TOJIL30BaTEIS IIPH BO3SHUKHOBECHHH BHEIITATHBIX CUTYaIIU.
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8 OTBercTBeHHOCTH COTPYAHMKOB UCII/IH Yupexkaenusn

B cootBerctBUU co cT. 24 DenepanbHoro 3akona Poccuiickoit denepauun oT
27 nrong 2006 1. Ne 152-@3 «O nepcoHaIbHBIX JAHHBIX» JIMIIA, BAHOBHBIE B HApY-
HIeHUU TpeOoBaHMU TaHHOrO denepaibHOro 3aKOHA, HECYT IPa)KIAHCKYIO, YTOJOB-
HYI0, aIMUHUACTPATUBHYIO, TUCUUIIMHAPHYIO U UHYIO IPEITYyCMOTPEHHYIO 3aKOHOa-
TenbCTBOM Poccuiickont @enepanum OTBETCTBEHHOCTb.

JeiicTBytolee 3akoH01aTeabcTBO PD 1mo3BosIAeT NpeabsaBiIsTh TPEOOBAHUS 11O
oOecrieueHuto 6e30macHO paboThl ¢ 3alMIaeMol HHpOpMalMe U MmpeaycMaTpu-
BAET OTBETCTBEHHOCTh 33 HAPYIIECHUE YCTAHOBJIECHHBIX MPaBUJ dKcIuTyaTauuu OBM u
CUCTEM, HEMPaBOMEPHBIA NOCTYN K MHGOPMALMH, €CIU ITH ACHCTBUS MPUBEIU K
YHUUTOKEHUIO, OJIOKUPOBAaHUIO, MOIU(pUKALIMU MH(OPMALlUU WM HapyIIEHUIO pa-
601el OBM unu ceteit (crarbu 272,273 u 274 YK PO).

Anmunuctpatop UCIIJIH u anMuHucTparop 0€301MacHOCTH HECYT OTBETCTBEH-
HOCTb 32 BCE JIEUCTBHS, COBEPUIEHHBIE OT UMEHHM UX YUYETHBIX 3alUCEH MU CHUCTEM-
HBIX YUYETHBIX 3alMCEll, €CIM HE JOKa3aH (PaKkT HECAHKIMOHUPOBAHHOIO MCIOJIb30Ba-
HUSl YYETHBIX 3aITACEN.

[Ipn HapymieHMsAX COTpyIHMKAMH YupexaeHus — nonb3oBarene MCII/Ix
IpaBuJl, CBSI3aHHBIX ¢ Oe3onacHOCThiO I1/[H, OHM HECYT OTBETCTBEHHOCTb, YCTAHOB-
JICHHYIO JEUCTBYIOIIUM 3aKOHOAATENBCTBOM Pocculickon denepanuu.

[TpuBeneHHbIe BhIIE TPeOOBaHUS HOPMATHUBHBIX JOKYMEHTOB MO 3alllUTE MH-
dopManuu JOJKHBI OBITH OTpa)keHbl B [0N0XEHUSIX O MmoapazeneHusIxX Yupexie-
HuUs, ocymecTBisitonux oopadorky I1[ln B UCIIJIH u HOKHOCTHBIX MHCTPYKIIHSIX
COTPYAHHUKOB Y UpPEKICHHUS.

Heo6xomumo BHecTr B [losokeHUs 0 ToApa3aeieHUsX Y UpeKICHHs, OCYIIle-
ctBisirorux oopadbotky I1/{n B UCII/IH cBeneHus 00 OTBETCTBEHHOCTH HUX PYKOBO-
JUTENIeN U COTPYAHMKOB 3a pasrilallleHue U HECAaHKLIMOHUPOBAHHYIO MOAU(PHUKAIINIO
(uckaxenue, ganbcudukanuio) I1J[H, a Takxke 3a HENPABOMEPHOE BMELIATEILCTBO B
MPOLIECCH] UX aBTOMATU3UPOBAHHON 00PaOOTKHU.
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9 CnnucoK HCNMOJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMAaTHUBHO-IIPABOBBIMM M METOAMYECKUMHU JOKYMEHTAMH, HA
KOTOPBIX Oazupyertcs HacTosee [lonoxxenue sBASIOTCS:

1 ®enepanbubiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHanbHBIX J1aH-
HeIX» (mamee — @3 «O mepCOHANBHBIX NAHHBIX»), YCTAHABIMBAIOIIMNA OCHOBHBIC
OpUHLUIB U yciaoBus oOpabotku I1/[H, mpaBa, 00sS3aHHOCTH M OTBETCTBEHHOCTH
YYaCTHUKOB OTHOIIICHHUH, CBS3aHHBIX ¢ 00padoTkoi [1/]H.

2 «[lonoxxenue 06 oOecrieyeHUU OE30MACHOCTH TEPCOHATBHBIX JAHHBIX MPU
X 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX», YTBEPKICH-
Hoe [loctanoBnenuem IlpaBurensctBa PO ot 17.11.2007 r. Ne 781.

3 «Ilopsinok mpoBeneHus: KiacCU(PUKAIUU MUHPOPMAIIMOHHBIX CHCTEM IEpPCO-
HaJIbHBIX JIaHHBIX», YTBEpKIAeHHbIA coBMeCTHBIM [Ipukazom ®CTIK Poccun Ne 55,
®Cb Poccun Ne 86 1 Munundopmcensizu PO Ne 20 ot 13.02.2008 r.

4 «ITonoxenue 06 0COOEHHOCTAX 00paOOTKU MEPCOHANBHBIX JAaHHBIX, OCYIIIe-
CTBJIsIEMOIl 0€3 HMCHOJB30BaHMS CPEICTB aBTOMAaTU3alMny, yTBepxkiaeHHoe Ilocra-
HoBJieHneM lIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpeboBanus K MaTepUaIbHbIM HOCUTEISIM OMOMETPUUECKUX MEPCOHATBHBIX
JAHHBIX M TEXHOJIOTHSIM XPAaHEHHUsS TaKUX JIAaHHBIX BHE MH()OPMAIMOHHBIX CUCTEM
IIEPCOHAIBHBIX aHHBIX», yTBep)KIAcHHbIE [locTranoBnenuem IlpaBurensctBa PO ot
06.07.2008 r. Ne 512.

6 HopMatuBHO-MeTOAMUYECKHE TOKyMEHTH DesiepanbHON CITy>KObI MO0 TEXHU-
YeCKOMY U dKCIepTHOMY KOHTpouto Poccuiickoit @enepanmu (nanee - ®CTIK Poc-
cur) 1o obecrneueHuro o6e3omacuoctu I[1/1a mpu ux odpadotke B8 UCIIH:

7 PexomeHanuu 1o obecrneyeHuto 0e30nacHOCTH MEePCOHANBHBIX TaHHBIX MPU
ux o0paboTKe B MHPOPMAIIMOHHBIX CUCTEMaxX NMEPCOHAIbHBIX JaHHBIX, YTB. 3aM. 1H-
pekropa @PCTIK Poccunu 15.02.08 r. (JICII)

8 OCHOBHBIE MEPOTIPUATHS TIO OPTaHU3AIUU M TEXHUYECKOMY O00ECTEYCHHIO
0€30MacHOCTH MEPCOHANBHBIX JaHHBIX, 00padaThIBAEMBIX B MH(OPMAILIMOHHBIX CHUC-
TeMaxX NEPCOHAIBHBIX NaHHBIX, yTB. 3aM. aupekropa OCTOK Poccun 15.02.08 r.
(JICTT)

9 bazoBas MoJieb yrpo3 0€30MacHOCTH MEePCOHATBHBIX JaHHBIX MPU UX o0pa-
00TKe B MH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHANIBHBIX JIAaHHBIX, YTB. 3aM. TUPEKTOpa
OCTOIK Poccum 15.02.08 r. (ACII)

10 Metoauka omnpeaeneHusl akTyalbHbIX YyTpo3 0€30MacHOCTH MEePCOHATBHBIX
JaHHBIX MPU UX 00pabOTKe B MH(POPMAILIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX,
yTB. 3am. gupekropa ®DCTIK Poccum 15.02.08 r. (ICII)
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Hpuiaoxenue 1

Ne [Tnan - nepeyeHb TEXHUUYECKUX MEPONpUsATHii Mo obecneuennn 6e3onacHoctr UCII K3
I B noacucreMe ynpasieHus: JOCTYIIOM:
PeanuzoBaTh naeHTH(UKALMIO U IPOBEPKY MOAIMHHOCTH CyOBEKTOB JIOCTYIA IIPU BXOJIE B ONEPALIMOHHYIO CHC-
1 temy UCII/IH 110 maposto yCI0BHO-TTOCTOSIHHOTO JICHCTBHSA, IJTMHON HE MEHEE IECTH OYKBEHHO-IIM(POBBIX +
CHUMBOJIOB;
Peanu3oBarh HACHTH(PHUKALIMIO TEPMHUHAIOB, TEXHUYECKUX cpeacTB 00padotku I1/1H, y3moB UCII/IH, koMb Io-
2 TEpOB, KaHAJIOB CBs3H, BHEMIHUX ycTpoicTB UCII/IH o ux jorunyeckum uMeHaMm (aapecam, HOMEpam); -
3 PeanuzoBaTh nIeHTU(UKALUIO POTPAMM, TOMOB, KaTalIoroB, (aiioB, 3arucel, MoJei 3anucei o IMeHaM;
4 PeanuzoBaTh KOHTPOJIb 10CTYyTA CYyOBEKTOB K 3aILUIIIAEMBIM peCypcaM B COOTBETCTBUU C MAaTPULIEH JIOCTYTIA; i
npu Hanmuuu noakmoueHust UCII/IH k ceTsim 0011ero nojib30BaHus JODKHO MPUMEHSTHCS MEKCETEBOE IKPAHU-
He Hnxke 5-ro ypoBHs
S poBaHUE.
3aILUIIEHHOCTH
6 Jlns obecrieuenust 6ezonacHoro MexcereBoro B3aumozeiicTsus B ICIT/IH 11t pa3HbIX KJIacCOB HEOOXOAUMO He Hnxe 5-ro ypoBHs
MCI0Jb30BaTh MO 3aIUAIIEHHOCTH
I CpeicTBO 3alIMThI OT MPOrpaMMHO MaTteMaTudeckux BoszaencTsuii (IIMB):
PeanuzoBaTh uieHTU(UKALNIO U ayTEHTU(UKALNIO CYOBEKTOB JOCTYIA IPU BXO/€ B CPEJICTBO 3AIIUTHI OT MPO-
rpaMMHO MaTteMaTuyeckux BozaencTBuil (IIMB) u nepen BeinonHeHHEM UMM JTHOOBIX ONEepaluii 0 yIpaBICHUIO
1 byHKIMAME cpeacTBa 3amuThl oT [IMB no naposro (Miau ¢ HCnosib30BaHWEM MHOTO MeXaHu3Ma ayTeHTHUHKa- +
IIUH) YCIOBHO-TIOCTOSIHHOTO JEMCTBUS ATMHON HE MEHEee IeCTH OyKBEHHO-IIM(PPOBBIX CUMBOJIOB;
OcymiecTBIATh KOHTPOJIb JIIOOBIX JeMCTBUI CYOBEKTOB JJOCTYMA M0 YIPABICHUIO (DYHKIMSIMU CPEICTBA 3aLIUThHI
2 +

ot [IMB Tonbko mocine npoBeeHHsI €ro YCIEeIHON ayTeHTU(PUKAIIY;
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[TpenycMoTpeTh MeXxaHU3MBbI OJIOKMPOBAHUS IOCTyNA K cpeAcTBaM 3amuThl oT [IMB npu BeInogHeHUH ycTaHaB-
JMBAEMOI0 YHCJla HEYJAYHBIX MOMBITOK BBOJIA MMAPOJI;

Heo6xoanmo npoBoanTh HAeHTU(UKALUIO (ailiioB, KATAIOTOB, IPOrPAMMHBIX MOJyJIeH, BHEIIHUX YCTPOMCTB,
HCIIOJIb3YEMBIX Cpe/ICTB 3auThl OT [IMB;

B nozpcucreme perucrpanuu 1 ydera:

OcymiecTBIATh PEruCTPAIMIO BX0/a (BBIX0/1a) CyOBEKTa JOCTYIa B CUCTEMY (M3 CHCTEMBI), JINOO PErHCTPALIUIO
3arpy3K M HHULMAIA3AL1K ONIEPALIMOHHON CUCTEMBI M €€ IPOrPaMMHOI0 OCTaHOBA. Perucrpanus Beixona u3
CUCTEMBI WJIK OCTAaHOBA HE NMPOBOJUTCS B MOMEHTHI annaparypHoro otkitoueHus MCIIIn. B napamerpax peru-
CTpallMM yKa3bIBaIOTCS J1aTa U BpeMs BXoJa (BbIXxoJa) CyObeKTa JOCTyIa B CUCTEMY (M3 CUCTEMbI) WM 3arpy3KU
(ocTaHOBa) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3alllMIIaeMbIX HOCUTENEH HHPOPMAIMH C TOMOUIbIO UX 000N MapKUPOBKU U C 3aHECE-
HUEM YYETHBIX JaHHBIX B KypHal (YUETHYIO KAPTOUKY);

[TpoBOIUTH peruCTpaIyio BX01a/BbIX0Ja CyOBEKTOB JOCTYIA B CpencTBO 3ammThl oT [IMB, perucrpanuto 3a-
Ipy3KU ¥ HHUIMAIU3ALMU 3TOI0 CPE/ICTBA U €€ IPOrpaMMHOI0 OCTaHOBa. B mapameTpax perucrpanuu ykasblBa-
eTcs BpeMs U J1aTa BX0J1a/BbIX0J1a CyOBEKTa IOCTYIa B CpeACTBO 3amuThl oT [IMB mnn 3arpy3ku/octaHoBa 3T0Oro
CpEeZCTBa, a TaKXe UACHTU(UKATOP CyOBEKTa 10CTYyNa, MHULIMUPOBABILETO IaHHbIE IeHCTBUS;

[TpoBoauTh peructpainuio coObITUil MpoBepku 1 oOHapyxeHus [IMB. B mapamerpax perucrpaiuu yka3blBaroTcs
BpeMs U JjaTa poBepku uinu ooHapyxenus [IMB, unentuduxarop cydbekra 1octyna, MHUIUUPOBABILIETO J1aH-
HbIE JIEHCTBHSI, XapaKTep BBIMOJHAEMbIX JeHCTBUH 110 MPOBEPKE, TUI OOHAPYKEHHOW BPEIOHOCHOH MPOrpaMMbl
(BII), pesynpTaT neicTBUi CpeacTBa 3alIUThI 110 OJokuposanuio [IMB;

[TpoBOUTH perucTpanuio coObITUH 0 BHEIPEHUIO B cpecTBO 3auThl oT [IMB naketoB o6HOBNEeHMI. B nmapa-
METpax perucTpanuy yKa3blBalOTCs BpeMs U 1aTa OOHOBJICHHUS, UACHTU(UKATOP CyObeKTa JOCTYIa, HHUIIUHPO-
BaBIIIETO JAHHOE JIeWCTBUE BEpCHsl U KOHTPOJIbHAS CyMMa IaKeTa OOHOBJICHHUS;

[TpoBoAMTH perucTpannio coObITUH 3amycka/3aBepileHns padboTsl Moyiel cpeacTna 3amuTtel oT [IIMB. B mapa-
MeTpax periucTpaluy yKa3blBalOTCs BpeMsl U JaTa 3amycka/3aBepliueHus paboTsl, HACHTU(UKATOP MOAYIIS, UICH-
Tu(UKaTop cyObeKTa JOCTYIa, MHUIIMHUPOBABIIETO JaHHOE JeHCTBHE, pe3yabTaT 3alycka/3aBeplieHns paboThl;
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JIOJDKHA MIPOBOAMTHCS PErUCTpaLUs COOBITUN yIIpaBiIeHUs CyOBbEKTOM A0CTyNa (QyHKIUSAMH CPEICTBA 3aLIUThI OT
[IMB. B nmapameTpax peructpaiyy yka3plBalOTCS BpeMs U JaTa COOBITUS YIPaBICHUS KaX10i QyHKIMeH, nieH-

7 TUUKATOP U criennpuKanus GyHKIUHN, UASHTUPHUKATOP CyObEKTa J0CTyIa, MHULIMMPOBABLIErO JAHHOE JAeHCT-

BHE, PE3YJIbTAT ICHCTBUS;

[TpoBOAMTH perucTpanmio COObITUI MOMBITOK JOCTYIAa IPOIrPaMMHBIX CPEJICTB K MOAYJISIM CPEACTBA 3alLUThI OT

[IMB unu crenuansHbIM JIOBYIIKaM. B mapamerpax perucrpaluy yKa3bIlBarOTCsl BpeMsl U 1aTa IMOIBITKU J10CTY-
8 na, UACHTUPHUKATOP MOy, UACHTU(UKATOP U crienudukanus MOAys cpeacTsa 3amuTsl ot [IMB (cnienmans-

HOM JIOBYIIKH), PE€3YJIbTAT MOIBITKU JTOCTYIIA;

[TpoBoauTH peructpanuio coObITUil OTKaTa i cpeacTaa 3amuTtel oT [IMB. B napamerpax peructpanuu yka3bl-
9 BAIOTCS BpEMsI U JlaTa COOBITHS OTKaTa, crienn(uKanus 1eHCTBUIA 0TKaTa, HACHTU(UKATOP CYOBEKTa TOCTyIa,

MHHUIMMPOBABIIErO JaHHOE ACHCTBUE, PE3yNbTaT IEHCTBUS;

OObecneunTh 3aIUTy JAHHBIX PETUCTPALIMU OT UX YHUUTOKEHHS UM MOAU(UKALUY HAPYIIUTEIIEM;
10

PeannzoBaTh MEXaHU3MbI COXPaHEHHs! JaHHBIX PETMCTPALMU B CIy4ae COKpAIEHUs] OTBEIEHHBIX 10]] HUX pe-
11 CYPCOB;

PeannzoBaTh MEXaHU3MBI IPOCMOTPA U aHAJIM3A JAHHBIX PETHCTPALMK U UX (PUIBTpALUU IO 3alaHHOMY Habopy
12 1apaMeTpoB;

[TpoBOUTH aBTOMAaTHYECKUI HETTPEPBIBHBII MOHUTOPHHT COOBITUN, KOTOPBIE MOT'YT SIBIISITHCS] IPUUMHON peau-
13 3auuu [IMB (co3nanue, penaktupoBaHue, 3auch, KOMIUIALUS 00BEKTOB, KOTOPbIE MOTYT coaepxarh BII).

PeanuzoBaTh MEXaHN3M aBTOMATHYECKOT'O aHAJIN3a IaHHBIX PETUCTPAIMU IO 1a0JI0HAM THUIIOBBIX MPOSIBICHUH
14 [IMB c aBTOMaTH4ecKuM MX OJIOKHPOBAHUEM U YBEJIOMJIEHHEM aJIMUHUCTpAaTOpa 0€30MacHOCTH;

[TpoBOANTH HECKOJIBKO BUJIOB yueTa (AyOIHpYIOIINX) C perucTpanyel Beliaun (mprema) Hocuresei nudopma-
15 LHH;
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OcylecTBISTh PETUCTPALNIO BXOa (BbIX0Aa) CYyOBEKTOB IOCTYIA B CUCTEMY (U3 CUCTEMBI), JINOO perucTpanus
3arpy3Kkd 1 MHUITMAIU3AIUU OTIEPAIIMOHHON CUCTEMBI.

17

OCyIIECTBIISITh PETUCTPALMIO BBIIAYH MTEYATHBIX (Tpad)uuecKuX) JOKYMEHTOB Ha «TBEpAyr0» Konuio. B mapa-
MeTpax perucTpanuy yKa3blBaloTcs (IaTta u Bpemsl Beigaun (oOpallieHus K MoJACUCTEeME BbIBOJA), ClICIUpUKaLUs
YCTPOMCTBA BbIAAUN — JIOTUYECKOE UMS (HOMEP) BHELIHETO YCTPOICTBA, KpaTKOE CoJepKaHue (HaMMEHOBaHUE,
BUJ, U(P, KOJ) U YPOBEHb KOHPHUICHIIMATBHOCTH TIOKYMEHTa, HACHTU(UKATOP CyOBbeKTa JOCTYIIa, 3allPOCH B-
IETO JOKYMEHT;

18

OcylIecTBISTh PETUCTPALIMIO 3aIycKa (3aBEepIICHHs) TPOrpaMM U MPOIECCOB (3aaHHuii, 3a/1a4), IpeJHa3HAYCH-
HBIX JIJIs1 00pabOTKH 3aluinaeMbIx GaiiioB. B mapaMerpax perucTpalini yKa3bIBarOTCS J1aTa M BpeMs 3aITycKa,
umMs (ureHTuduKaTop) MporpamMmmsl (poriecca, 3a1aHusl), UACHTUPUKATOP CYObEKTa JOCTYyIa, 3alPOCHUBILIETO
nporpammy (Ipoiiecc, 3aJaHue), pe3yiabTaT 3amycka (yCIelHbli, HeyCIeIIHbIH — HECAaHKIIMOHUPOBAHHBIN),

19

OcymiecTBISITh PErUCTPALMIO MOTBITOK AOCTYIA IPOrPaMMHBIX CPEACTB (IIPOrpaMM, MPOLECCOB, 3a1ay, 3a/1a-
HUI) K 3amuiaemMsiM ¢aiiinam. B mapamerpax perucrpanuy yKasbIBalOTCs JaTa U BpeMsl MMONBITKH J10CTyIa K
3amuIaeMomy (Qaiiry ¢ ykazaHueM ee pe3yibTara (ycnelrHas, HeyclelHas — HeCAaHKIIMOHUPOBAaHHAs ), UICHTH-
¢dukarop cyObeKTa 10CTyIa, crienudukanus 3amumi@aemMoro dainia;

20

OcCy1ecTBISTh PETUCTPALIMIO MOIBITOK JOCTYIA MPOrPAMMHBIX CPEJICTB K CIEIYIOIIUM JOTIOHUTEIbHBIM 3a-
MMIIaeMbIM 00BEKTaM JOCTYIA: TEPMUHANIAM, KoMIlbloTepaM, y3iaam cetd MCII/IH, nuHusaM (kaHanaMm) CBsI3H,
BHEIIHUM YCTpPOICTBaM KOMIIbIOTEPOB, pOrpaMMam, TOMaM, Katajoram, (ainam, 3anucsm, noysm 3anuceid. B
napamMeTpax perucTpaluy YKa3bIBalOTCs JaTa U BpeMs MONBITKU JOCTYIMA K 3alllUIIIaeMOMY OOBEKTY C YKa3aHUEM
ee pe3ynbTara (yCIelHasi, HeyclelHasi — HeCAaHKLIMOHUPOBaHHas ), UICHTU(PUKATOP CyObEKTa JOCTyMa, Cleu-
(buKanys 3alMIaeMoro o0beKkTa — Joruyeckoe uMs (Homep);

21

[TpoBOIUTH yueT Bcex 3allUIaeMblX HOCUTENeH HHPOPMAIIMU ¢ TOMOIIBIO0 MX MApKUPOBKH U C 3aHECEHUEM
YUETHBIX JAHHBIX B )KypHaJ (YUYETHYIO KapTOUKY);
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OcyiecTBISITE OUUCTKY (OOHYJICHHE, 00E3TMIMBAaHNE) OCBOOOXKTaeMBIX 00JIaCTEl OMEepaTUBHOM IMAMSITH KOM-
NBIOTEPOB U BHEUIHUX Hakonurenaeil. OUncTKa OCyIIECTBISETCS] OHOKPATHOM ITPOU3BOJIbHOM 3allMChIO B OCBO-

22 00X 1aeMyro 00JacTh MaMATH, paHee UCIOIb30BAaHHYIO JUIsl XpaHEHUS 3alllMIIaeMbIX JaHHBIX ((aiinoB, nundop-
MallUn);
\Y B noncucreme obecrieueHus eI0CTHOCTH:
O06ecneunTs LENTOCTHOCTD MPOrpaMMHBIX CpeAcTB 3amuThl B coctase C3I1/1H, a Takke HEM3MEHHOCTh IIPO-
rpaMmMHOM cpefpl. [Ipu 3TOM 1LIETOCTHOCTH CPEACTB 3aIUTHI IPOBEPSAETCA MPU 3arpy3Ke CUCTEMBI 110 HATUYHUIO
1 uMeH (nneHTudukaropon) komnoHeHT C3I1/IH, IeIOCTHOCTD MPOTPAMMHOM Cpebl 00ECTIEYMBAETCS OTCYTCTBH-
em B UCII/IH cpeactB pa3paboTKU U OTIAAKH IPOTPAMM;
OcymectBsath pusudeckyro oxpany UCII/In (ycTpoicTB 1 HOcuTeNnel nHpopMalum), npeaycMaTpruBaroIas
2 KOHTpOJIb Joctyna B nomenieHuss UCIIIH mocTOpOHHUX JINII, HATHYUE HAJACKHBIX MPETSTCTBUH I HECaHK-
IUOHUPOBAHHOTO MpoHUKHOBeHUs B momeeHust UCII/In u xpanumiuiie HocuTenei nudopmanuu;
[TpoBoauTh nepuognueckoe Tectupoanue Gpynkuuii C3I1/IH npu u3MeHeHnH MPOrpaMMHOMN CpeIbl U IepcoHala
3 NCTI/Ix c nomotpto TecT-nporpamm, uMutupyromux nonsitkun HCJI;
JIOJDKHBI OBITH B HATMYKMHU cpeficTBa BocctaHoBieHus C3I1/IH, mperycMaTpuBaroye BeieHue IByX KOMU Ipo-
4 IPaMMHBIX CPEJICTB 3alIUThl UHPOPMAIIUH, UX MIEPUOINYECKOE OOHOBIEHHE U KOHTPOJIb pab0TOCIIOCOOHOCTH;
[TpoBOIUTH MPOBEPKY 1IEIOCTHOCTH MOAYJIEH cpeacTBa 3amuThl oT [IMB, He00X0MMBIX A7 €r0 KOPPEKTHOTO
5 (YHKIIMOHUPOBAHMUSL, IPU €0 3arpy3Ke C UCIOJIB30BAHUEM KOHTPOJIBHBIX CYMM;
O06ecneunTh BO3MOKHOCTh BOCCTaHOBJIEHUS cpecTBa 3amuThl oT [IMB, npeaycmaTpuBaroias BeieHUE IBYX
6 KOMHI MPOrpaMMHOT'O CPEJCTB 3aLUThI, €0 MePUOIUUECKOEe OOHOBIIEHHE U KOHTPOJIb pab0TOCIOCOOHOCTH;
Peanu3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH AKETOB OOHOBIEHUH cpecTBa 3amuThl oT [IMB ¢ ucnons3o-
7 BaHUEM KOHTPOJIbHBIX CYMM;
[IpoBonuTh pezepBHOE KonupoBanue [1/[H Ha oTuyKaaeMbie HocuTeny HHPOpMaIuy,
8
Vv B noacucreme aHTUBHPYCHOW 3aIIUTHI:
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[IpoBoauTh aBTOMaTHUYECKYIO ITpoBepKy Ha Hanumuue BII wim nocneacteuii [IIMB npu umnopte 8 UCIT/IH Bcex
MPOrPaMMHBIX MOJIyJIeH (MPUKIIAAHBIX TPOTPAMM), KOTOPBIE MOTYT conepkarh BII, o ux TUIoOBEIM mabioHam

1
Y C IOMOIIBIO 3BPUCTUYECKOI0 aHAIN3A;
PeanuzoBaTh MexaHM3MbI aBTOMATHYECKOT0 OJIOKMpOBaHUs 0OHapyxeHHbIX BII myTem ux ynanenus us npo-

2 rPaMMHBIX MOAYJIEH WM YHUUTOXKECHHUS;
Perynsipao BeImosiHATH (1Ipu iepBoM 3anycke cpeacts 3amuThl [1J]n ot [IMB u ¢ ycranaBnuBaemoit nepuouy-

3 HOCTBI0) ITPOBEPKA Ha MpeaMeT Haanuus B Hux BII;
JloipkHa nHUIMUPOBAThCs aBToMaTtnueckas mposepka MCII{x va npenmer Hanuuus BII npu BeisiBeHnn ¢akra

4 [IMB;
Peann3oBaTh MEXaHU3M OTKAaTa JUIsl YCTaHABIMBAEMOIO YKcia onepannii yaanenus Bl u3 onepaTuBHON wi 1o-

5 CTOSIHHOM MaMsTH, U3 IPOrPaMMHBIX MOAYJIEH U MPHUKIAJAHBIX IPOrPaMM WM IPOTPAMMHBIX CPEACTB, COAEP-
skamux BIT.

6 JomnonuaurensHo B UCIT/IH nomkeH NpoBOAUTHCS HEMPEPHIBHBIN aBTOMAaTHYECKHI MOHUTOPUHT HH(GOPMAIIMOH-
HOro 0OMEHa ¢ BHEIIHEN CeThIO C 11eJbI0 BblsiBiieHUs Bl

VI KonTponas orcyrereus HAB B 110 C31

Jlns mporpaMMHOTO o0ecrieueHus, ucnoiab3yemoro mpu 3amute napopmaruu B UCITIH (cpeacTs 3amuThl HH-

1 ¢dopmaruu — C3U, B TOM uncie U BCTPOEHHBIX B O0IIECUCTEMHOE U MTPUKJIaIHOE MPOTrpaMMHOE 00eCIieueHne —
I1O), nomxen ObITH OOECIIEYEH COOTBETCTBYIOLINM YpOBEHb KOHTPOJIs 0TCyTcTBUsA B HeM HJIB (He nexnapupo-
BAaHHBIX BO3MOKHOCTEH).

Vil O6Hapyxenue Bropxkenuii B UCIT/IxH

OO6HapysxeHre BTOPKEHHM JOKHO o0ecreunBaThbes MyTeM ucnonb3oBanus B coctaBe MCII/[H mporpaMMHBIX
WJIU TIPOTPaMMHO-aIapaTHRIX CPEACTB (cucTeM) oOHapyx)eHus BropskeHuit (COB).

1 Heo6xoanmMo o6s3aTenbHOe HCIOIB30BAHUE CUCTEMBI OOHAPYXEHUS CETEBBIX aTaK, UCHOJb3YIOINe CUTHATYP-
HbIE METO/Ibl AHAJIN3a

2 Heo6xoanmMo o6s3atenbHOe HCIOIB30BAHUE CUCTEMBI OOHAPYKEHHSI CETEBBIX aTaK, UCIOIb3YIOIIUE CUTHATYP-
HbIE METO/Ibl AHAJIN3a U METOJIbI BBISIBJICHUS! aHOMAJIHMI

VIl 3amura UCIT/Ir or [IDMUH
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s 06paboTtku nHGopManun HeodxoauMo ucnoab3zoBats CBT, ynosierBopsrone TpeGOBaHUAM CTaHAAPTOB
Poccuiickoit @enepannu mo 37eKTPOMArHUTHON COBMECTUMOCTH, IO OE30MaCHOCTH U 3PTOHOMHUYECKUM Tpebo-
BaHUSM K CpeJICTBaM 0TOOpa)keHUs! MH(OpMaIMK, TI0 CAHUTAPHBIM HOpMaM, IPEAbABISEMbIM K BUI€OJUCILICH-

1
HbIM TepMmuHaiaMm [I19BM (aanpumep, FOCT 29216 91, TOCT P 50948-2001, 'OCT P 50949-2001, TOCT P
50923 96, CanlluH 2.2.2.542 96).

IX Onenka coorBerctBust UCIIIH TpeboBanusm 6e3omacHoctu 110

1 [TpoBecTu 00s3aTENBHYIO CepTU(PHUKALINIO (ATTECTALHUIO) TTO TPeOOBaHMUIM 0€30MacCHOCTH HH(POPMAIIHH;

9 JlexiiapupoBaTh COOTBETCTBHE WIIH 0053aTEIIbHYIO CepTU(UKAIIUIO (aTTECTAIMIO) IO TPeOOBaHUAM OE30IacHO-

cti nH(OpMaIHH (10 PEIICHUIO ONIepaTopa);




