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OIIPEJAEJIEHUSA

B HacTosieM TOKYMEHTE UCIOIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX OIMpeie-
JICHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMA, COCTOAIIAs W3 IEepCcoHaia Hu
KOMIUJIEKCA CpEJCTB aBTOMATH3AlMU €ro JIEeATEIbHOCTH, peanusyromias HuHpopma-
[IMOHHYIO TEXHOJIOTHIO BBITTOJIHEHUS YCTAHOBJICHHBIX (QYHKIIHA.

AyTeHTH(UKALIMSA OTHPABUTEISI JAHHBIX — MOATBEPKIACHUE TOTO, YTO OT-
IIPABUTEIIb MOJYYEHHBIX JaHHBIX COOTBETCTBYET 3a5IBJICHHOMY.

be3onacHOCTh NEPCOHANBHBIX JAHHBIX — COCTOSIHHAE 3aIUIICHHOCTH IIEPCO-
HAJIBHBIX JAHHBIX, XapaKTepU3yeMOe CIOCOOHOCTHIO IOJIb30BaTeNel, TEXHHUUECKUX
CpelIcTB M WH(POPMAITMOHHBIX TEXHOJOTHUN O0ecnednTh KOH(DHUIECHIINAIBHOCTD, IIe-
JIOCTHOCTh M JIOCTYIHOCTb INE€PCOHAJBHBIX JAHHBIX NMPU UX 00pabOTKe B MH(pOpMa-
LAOHHBIX CUCTEMAX NEPCOHATBHBIX TaHHBIX.

buomerpuyeckne nepcoHabHbIe JAaHHbIE — CBEICHUS, KOTOPbIE XapaKTepu-
3yIOT (PU3UOJIOTHYECKUE OCOOCHHOCTH YEJIOBEKAa U HA OCHOBE KOTOPBIX MOXKHO yCTa-
HOBUTH €r0 JINYHOCTbh, BKJItoUas Gororpaduu, oTreyaTky MmajablieB, o0pa3 ceTyaTKu
rj1a3a, 0COOEHHOCTH CTPOEHUS Tea U APYTyI0 N0J00HYI0 HH(POPMAIHIO.

BbJioknpoBaHNe NMepCcOHATBbHBIX JAHHBIX — BPEMEHHOE IpeKpalieHue coopa,
CUCTEMATU3ALNK, HAKOIUICHUS, HWCIOJIb30BaHUS, PACIHPOCTPAHEHUs, IMEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MEpeIayn.

Bupyc (KOMIbIOTEPHBIH, NMPOrPaAMMHBbIN) — UCIIOIHAEMBIA HPOTrPaAaMMHBIN
KOJlT WJIM WHTEPHPETUPYEMbI HAOOp WHCTPYKIMNA, OOJafaroluii CBOMCTBaMHM He-
CaHKUMOHUPOBAHHOTO PAcHpOCTpaHEHUs U camoBocipousBeneHus. Co3nanHbie 1y0-
JIMKaThl KOMIIBIOTEPHOTO BHpYyCa HE BCETAA COBHAAAIOT C OPUTMHAJIOM, HO CO-
XPaHSAIOT CIIOCOOHOCTH K JaJbHEHUILIEMY paclpOCTPAaHEHHUIO M CAMOBOCIIPOU3BEAECHUIO.

Bpenonocnasi mporpamMma — mporpamma, NpeIHa3HadYeHHAs I OCYLIECTB-
JIEHUS] HECAHKIMOHWPOBAHHOIO JOCTyNa M (WJIM) BO3JECWUCTBHS HA IEPCOHAIBHBIC
JAHHBIE WM PeCypChl HHPOPMAITMOHHONW CUCTEMBI IEPCOHATIBHBIX JaHHBIX.

BenomoraresibHbIEe TeXHHYECKHE CPeIcTBA M CHUCTEMbI — TEXHUYECKUE
CpEICTBa M CHCTEMBbI, HE IMpeaHa3HauYeHHbIE JUIS IMepeaud, oOpaboTKH U XpaHEeHHUs
MEPCOHANBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMH CpPEJCTBaAMU
U CHUCTEMaMHM, MpPEJHA3HAUYECHHBIMU I 00paOOTKM MEPCOHAIBHBIX JaHHBIX WIIA B
MOMEIICHUSX, B KOTOPBIX YCTAHOBJICHbl HWH(POPMAIIMOHHBIE CHUCTEMBI TEPCO-
HAJIbHBIX JAHHBIX.

JlocTyn B OnepaliMOHHYI0 cpeay KOMIbKHTepa (MH(POPMALMOHHON cHCTe-
MBI NePCOHAJIBHBIX JAHHBIX) — [IOJIyYEHUE BO3MOKHOCTH 3aITyCKa Ha BBIITOJIHEHUE
IITaTHBIX KOMaH, (PYHKIIMH, MPOLEAYp OIEPAIMOHHON CHUCTeMbI (YHUUTOXCHUS,
KOTIMPOBAHUS, TIEPEMEICHUS U T.1I.), UCIIONHSAEMBIX (DAiIOB MPUKIAIHBIX TPO-
rpaMM.

JocTtyn k mHpopMamuu — BO3MOXKHOCTh MOJy4YeHUs1 MHGOpMAIIUK U €€ UC-
I1I0JIb30BAHUS.

3akJaj0uHoe YCTPOICTBO — DJIEMEHT CPEJICTBA CheMa MH(OPMAITUH, CKPBIT-
HO BHEJIPSIEMbBIN (3aKJIaIbIBAaCMbIi MJIM BHOCUMBIN) B MECTa BO3MOKHOTO CheMa HMH-
dbopMaru (B TOM YHUCIIe B OTpak/IeHUE, KOHCTPYKIIMIO, 000PYIOBaHUE, TPEIMETHI
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UHTEPbEpa, TPAHCIIOPTHBIE CPECTBA, & TAKKE B TEXHUUECKUE CPEACTBA U CUCTEMBI
00paboOTKKU MHMOPMAITHHN).

3amumaemasi uaHpopmanusi — UHPOPMAIHS, SIBIISIONIAACS MPEIMETOM COO-
CTBEHHOCTH U MOJJIEKaIast 3alUTe B COOTBETCTBUU C TPEOOBAHUSIMU MPABOBBIX JI0-
KyMEHTOB WJIH TPEOOBAaHUSMH, YCTAHABIMBAEMBIMH COOCTBEHHUKOM HH(OpMAIIHH.

Nnentudukamus — MPUCBOCHHUE CyOBEKTaM M OOBEKTaM JOCTyIla HICHTH-
dukaTopa u (WIM) CpaBHEHHE TPEIBSIBISIEMOr0 UACHTH(PHUKATOpA C TIEPEUHEM MPH-
CBOCHHBIX UJEHTU(DUKATOPOB.

HNupopMaTUBHBII CUITHAJ — DJIEKTPUYECKUE CUTHAIIBI, aKYCTUYECKUE, DIIEK-
TPOMAarHuTHBIC U JIpyrue (PU3MYecKUe MoJisi, MO MapaMmeTpaM KOTOPbIX MOXET ObITh
packpbiTa KoH(puAeHIMaTbHasT WHbopMalus (IEpCOHATbHBIE JTAHHBIE) 00padaThi-
BaeMasi B MHOPMAIIMOHHOM CUCTEME MEPCOHAIBHBIX JTAHHBIX.

Nudopmanuonnas cucrema nepcoHaabHbix AaHHbIX (UCIIIH) — undop-
MAIlMOHHAs CHCTEMa, TPECTABIAIONIAas COO0H COBOKYITHOCTh MEPCOHATBHBIX JaH-
HBIX, COJICpPIKAIINXCS B 0a3e NaHHBIX, a TAKXKe HHPOPMAITUOHHBIX TEXHOJIOTHH U TEX-
HUYECKHUX CPEJICTB, MO3BOJISIONIUX OCYIICCTBISATH 00pAOOTKY TaKMX MEPCOHAIBHBIX
JaHHBIX C UCTIOJIb30BAaHHEM CPEJICTB aBTOMATHU3AIMH WM 03 UCIOJIb30BAHMS TaKHX
CPEICTB.

NudopManHoHHbIE TEXHOJOTHMH — TPOLIECCHI, METOJIbI TIOMCKa, cOOpa, Xpa-
HEHUsI, 00pabOTKH, TMPEJOCTABICHHUS, PACHPOCTPAHEHU WMH(POPMAIMK U CIIOCOObI
OCYILIECTBJICHUS TAKUX MPOIECCOB U METOJIOB.

Hcnonb30BaHue MEPCOHANBbHBIX JAHHBIX — JICHCTBUS (Omepaluu) ¢ mepco-
HaJIbHBIMHW JaHHBIMH, COBCPIIACMBIC OIICPATOPOM B HCIIAX IIPHUHATHA pemeHHﬁ 0)0%1
COBCPIICHHA HHBIX HeﬁCTBHﬁ, MMOPpOKIAINUX HOPUINYCCKHUC ITOCIICACTBUA B OTHO-
[ICHUU CYOBEKTa MEePCOHABHBIX JIAHHBIX WU JAPYTUX JIHI] JINO0 UHBIM 00pa3oM 3a-
TparuBarOuXx IIpaBa U CBO6OI[I)I CY6’beKTa IMCPCOHAJIBHBIX NAHHBIX WU APYI'UX JIWII.

HcTouHuK yrpo3bl 6e3onmacHocT uHpopmamuu — CyOBEKT JIOCTYIa, Mare-
pUATBbHBIA OOBEKT WM (PU3MYECKOE SIBJICHUE, SBISIFOIIMECS MPUYMHON BO3HHKHO-
BEHHUSI YTpO3bl 0€30M1aCHOCTH MH(OPMALIUH.

KouTpoaupyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPUS, 31aHUE, YACTh 3/1aHUs,
MIOMEIIEHUE), B KOTOPOM MCKITFOYEHO HEKOHTPOJIMPYEMOE MPEObIBAHUE MOCTOPOHHUX
JIWII, @ TAKXKE TPAHCHIOPTHBIX, TEXHUYECKUX W UHBIX MaTepUaIbHbBIX CPEJICTB.

KoH(puIeHINAIBLHOCTh MEPCOHATBHBIX JAHHBIX — 0053aTCIILHOE IS CO-
OJFOZICHUST OTIEPATOPOM WITM WHBIM TTOJTYYHBIIIMM JIOCTYTI K MEPCOHATBHBIM JaHHBIM
JIMIIOM TpeOOBaHKE HE JIOIMYCKaTh UX paclpocTpaHeHue 0e3 coryiacusi CyOheKTa mep-
COHAJTLHBIX JIAHHBIX WJIM HATMYHS MTHOTO 3aKOHHOTO OCHOBAHMSL.

Me:xceTeBoil IKpaH — JIOKAJIbHOE (OJHOKOMITIOHEHTHOE) WM (DYHKIIMOHAIb-
HO-PACIIpe/IelICHHOE TIporpaMMHoe  (ITporpaMMHO-anmapaTHOE) CpPeACTBO  (KOM-
TUTEKC), Pean3yroIIee KOHTPOJIb 3a MH(pOPMAITMEH, TIOCTYMHAoMeH B HH(pOpMAaIm-
OHHYIO CUCTEMY MEPCOHAILHBIX JAHHBIX U (WJIM) BBIXOAAIIEH 13 UHPOPMALIMOHHOM
CUCTEMBL.

Hapymmrens 6e30MacHOCTH MEPCOHATBHBIX TAHHBIX — (QU3MYECKOE JIUIIO,
CITy4YaliHO WJIM MPETHAMEPEHHO COBEPILIAIOIIEE ICHCTBUS, CIIEICTBUEM KOTOPBIX SIBIIS-



€TCsl HapylIeHUe 0€30MaCHOCTU MEPCOHANTBHBIX JTJAHHBIX MPU UX 00pabOTKE TEXHUYE-
CKUMH CPEACTBaMU B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHATLHBIX JTAHHBIX.

HeaBromaTu3npoBaHHasi 00pad0TKa NMepCOHAIBHBIX JAHHBIX — 00paboTKa
NEPCOHAJBHBIX JaHHBIX, COAEPXKAIINXCS B MH()OPMAIIMOHHONW CHUCTEME INEepCOHATb-
HBIX JTAHHBIX JHOO W3BJICYEHHBIX M3 TAKOH CHCTEMBI, CUUTACTCS OCYIIECTBICHHON
0e3 UCIONB30BaHMS CPENICTB aBTOMAaTH3alMK (HEaBTOMATU3UPOBAHHOMW), €CIIH TaKue
HCﬁCTBHH C INCPCOHAJIIBHBIMU JaHHBIMH, KdK HCIIOJIb30BAHUC, YTOYHCHHC, PACIIPO-
CTPaHCHUC, YHUYITOXKCHUC IICPCOHAJIIBHBIX HTAHHBIX B OTHOIICHHWH KaXXI0I'0 M3 CY6’B—
CKTOB IICPCOHAJIBHBIX AAHHBIX, OCYHICCTBJIAIOTCA IIPH HCIIOCPCIACTBCHHOM Y4YaCTHUU
YeIIoBeKa.

HenexjapupoBaHHble BO3MOXKHOCTH — (DYHKIIMOHAJBHBIE BO3MOXKHOCTHU
CPECTB BBIUMCIIMTEIBHON TEXHUKH, HE ONMCAHHBIC WIA HE COOTBETCTBYIOIIHUE OIU-
CaHHBIM B JOKYMEHTAllUW, MPU KCIIOJIb30BAHUNA KOTOPBIX BO3MOYKHO HapyLICHHUE
KOH(QUICHIIMAILHOCTH, JIOCTYMHOCTH WM II€JIOCTHOCTH OOpabaThbiBacMON HH-
dbopmaruu.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HeCAHKUMOHUPOBAHHbIE JACHCTBHSA) —
JOCTYT K MH(OpMALIMU WK IEMCTBUS ¢ MH(pOpPMaIE, HapyIlatoliye paBuia pas-
I'PaHUYEHHUS IOCTYIIA C UCIIOJIb30BAHMEM IITATHBIX CPEJCTB, NPEAOCTABIISIEMBIX WH-
dbopMaIMOHHBIMHU CUCTEMaMU TIEPCOHANIBHBIX TaHHBIX.

Hocurenbs undgopmanmu — Gu3nyeckoe JIMIO WK MaTepUATbHBINA O0OBEKT, B
TOM 4uclie (PU3UUECKOE ToJie, B KOTOPOM MH(OpMAIIMsi HAXOIUT CBOE OTPAKECHHUE B
BUJIC CUMBOJIOB, OOpa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUA U TPOIECCOB, KO-
YECTBEHHBIX XapaKTEPUCTUK (PU3UUECKUX BEITUUMH.

O0e31uunBaHNe MEPCOHATBHBIX JAAHHBIX — JCUCTBUS, B PE3yJbTaTe KOTO-
pPbIX HCBO3MOKHO OIIPCACIUTb IIPHHAIJICKHOCTL IICPCOHAJIBHBIX AAaHHBIX KOHKPCT-
HOMY CYOBEKTY NMEePCOHATBHBIX TAHHBIX.

O6padoTKa MePCOHATBHBIX AAHHBIX — JCUCTBUA (ONEpaliK) ¢ TIEPCOHAIIb-
HbIMU JIaHHBIMH, BKJIFOYasi cOOp, CUCTEMAaTHU3allMIO, HAKOIJICHUE, XpaHEHUE, yTOu-
HeHue (OOHOBJIEHUE, U3MEHEHHUE), UCTIOJIb30BAaHHUE, PACPOCTPaHEHHUE (B TOM YHCTIE
nepenavy), o0e3IMYuUBaHKUEe, OJOKWPOBAHUE, YHUYTOKEHHE IMEPCOHATBHBIX JaH-
HBIX.

OO0uexocTynHbie MepCcoOHAJbHbIC JaHHbIE — IEPCOHAIBHBIE TaHHBIE, TOCTYII
HEOTPaHMYEHHOTO KpyTa JIUI] K KOTOPBIM MPEOCTABIICH C COMIACUS CYObEKTa Mepco-
HaJIbHBIX JAaHHBIX WK Ha KOTOPBLIC B COOTBCTCTBHU C @Cﬂ@paﬂbHBIMI/I 3aKOHaMH HE
pacrnpocTpaHsieTcst TpeOboBaHue COOIOACHUS KOHPUIESHIIUATIBHOCTH.

OmnepaTop (MepPCOHANBHBIX JaHHBIX) — TOCYIAPCTBEHHBIA OpraH, MyHHIIU-
NaTGHBIA OpTaH, IOPUANYECKOE WM (PH3HUYECKOE JIMIO, OpraHu3yomee W (W)
OCYILIECTBIISOIIEE O0PaOOTKY MEPCOHANBHBIX JAHHBIX, a TAKXKE OMPEACIISIOIINE 11e-
JIM ¥ CoJIep KaHue 00pabOTKH IEPCOHAIBHBIX TAHHBIX.

Texnnueckue cpeacrsa HHPOPMALMOHHOH CHUCTEMbI MEPCOHAJBHBIX IAH-
HBIX — CPEJCTBA BBIYUCIUTEIILHOW TEXHUKH, WH(POPMAIMOHHO-BHIYUCIUTEIbHbIC
KOMIUIEKChl U CETH, CPEICTBa U CUCTEMBbI Mepenauu, npuema u obpabotku [1/1H
(cpeacTBa M CHCTEMbI 3BYKO3AIMCH, 3BYKOYCHUJICHUSI, 3BYKOBOCIIPOM3BEICHMUS, Iie-
PErOBOPHBIE M TEJIEBU3MOHHBIE YCTPOMCTBA, CPEACTBA WM3TOTOBJICHUS, TUPAXKUPO-



BaHUsI JIOKYMEHTOB U JPYrHieé TEXHUUYECKHE CpPEACTBAa 00pabOTKU pedyeBoil, rpadu-
YECKOM, BUIC0- U OYKBEHHO-1IU(POBOM MHPOPMAITUH), TPOrPAMMHBIE CpeICTBa (orie-
pAallMOHHBIE CUCTEMbI, CUCTEMBbI YIIpaBJIeHUs 0a3aMU JJAHHBIX U T.I1.), CPE/ICTBA 3alIH-
TbI HH()OPMAaLMH, IPUMEHSIEMbIE B UH(POPMALIMOHHBIX CUCTEMAX.

IlepexBaT (MuH(pOpMaNUK) — HEMPABOMEPHOE NOTyuyeHUEe UHPOPMAIUU C UC-
MOJIb30BAaHUEM TEXHUYECKOTO CPENICTBA, OCYIIECTBISIONIEI0 0OHAPYKEHHE, TPUEM U
00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHbie TaHHBbIE — J1I00ass MHGOPMALIKS, OTHOCSINASICS K ONpeaeeH-
HOMY WJIM OIpeNesieMOMY Ha OCHOBAaHUHU Takoil MHGpopManuu (U3MYECKOMY JHUILY
(cyOBeKTy MepCcOHaNbHBIX JAHHBIX), B TOM YHUCIE ero ¢haMuius, UMs, OTY€CTBO, IO,
MecCsll, JlaTa U MECTO POXKACHHS, aJpec, CEMEHOe, COlMaIbHOe, UMYIIECTBEHHOE
NoJIoKEeHUe, 00pazoBaHue, npodeccus, T0X0Abl, Apyrast HHGOpMaIIUs.

Ilo6ouHbIe JIEKTPOMATHUTHbIE M3JIYyUYeHHs M HABOJAKM — DIIEKTPOMArHHUT-
HbIE U3JIyYEHHUS TEXHUYECKUX CPEJICTB 0OpaOOTKM 3amuinaeMon mHpOopMaluu, BO3-
HUKAIOIME KaK MOOOYHOE SIBJICHUE W BbI3BAHHBIC AJIEKTPUUCCKUMH CUTHAJIAMHU, JCii-
CTBYIOIIMMH B WX AJIEKTPUUYECKUX U MAarHUTHBIX IEMIX, a TAKXKE AIEKTPOMArHUTHBIC
HABOJIKH STHX CHUTHAJIOB Ha TOKOMPOBOSIINE JTUHUN, KOHCTPYKIIUU U IIETIA TUTAHHS.

[MoJNTHKA «YHCTOr0 CTO0JIa» — KOMIUIEKC OPTaHU3AIlMOHHBIX MEpOTPHUSATHH,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3alMChIBAaHUSI Ha OyMa)KHbIE HOCUTEH KIItOUeH U aT-
puOyTOB foCTyMa (TIapoJeil) U XpaHeHHs UX BOJIU3U 0OBEKTOB JIOCTYTIA.

ITonb3oBaTes b MHPOPMALMOHHOM CHCTEMbI NEPCOHAIBHBIX JAHHBIX — JIK-
110, y4acTBYIolIee B QyHKIIMOHUPOBAHUN UH(POPMAIIMOHHONW CUCTEMBI ITEPCOHAIBHBIX
JAaHHBIX UJTU UCTIONb3YIOIIEE PE3YyIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuia pasrpaHuveHusi JOCTYNAa — COBOKYITHOCTh TPAaBHII, PEriIaMEHTH-
PYIOIIUX IIpaBa JOCTyMa CyObEeKTOB JOCTYIAa K 00bEKTaM JIOCTyTIA.

IIporpammHas 3akjajkKa — KOJ MPOrpaMMbl, PETHAMEPEHHO BHECEHHBIN B
IporpamMMy C IIEJIbI0 OCYIIECTBUThH YTE€UKY, U3MEHUTH, OJOKHUPOBATh, YHUUTOXXKHUTH
UHPOPMAIIMIO WM YHUUYTOXUTH U MOAU(PHUIIMPOBATH MPOTPaMMHOE OOECIeUYCeHNE
MH()OPMAIMOHHOW CHUCTEMbI NEPCOHAIBHBIX JAHHBIX W (WiIM) OJOKMpPOBATH ara-
paTHbIE CPEACTBA.

IIporpamMHoe (IMpOrpaMMHO-MaTeMAaTH4YeCKOe) BO3/eliCTBHE — HECAHK-
IIMOHUPOBAHHOE BO3JICHCTBUE HA PECYpPChl aBTOMATU3UPOBAHHON MH(POPMAIIMOHHOM
CUCTEMBI, OCYLIECTBIIIEMOE C UCIOJIb30BAHNEM BPEJOHOCHBIX IPOIPAMM.

PackpbiTHe MEepCOHAIBHBIX JAHHBIX — YMBIIUICHHOE WK CIydailHOE Hapy-
HIeHHE KOH(UICHIIMATIBHOCTH NEPCOHATBHBIX JaHHBIX.

PacnpocTpaHenne nepcoHANIbHBIX JTAHHBIX — JCHCTBUSA, HallpaBJICHHbIC HA
nepesavyy MEepCOHANbHBIX JTaHHBIX OINpEAEIEHHOMY Kpyry vl (mepenada Iepco-
HaJIBHBIX JAHHBIX) WJIA HAa O3HAKOMIICHHE C TMEPCOHAIBHBIMU JaHHBIMH HEOTPaHU-
YEeHHOT'0 KpyTra JIMI], B TOM 4ucie 0OHApOJIOBAHNE NEPCOHATBHBIX JAHHBIX B CPEJICT-
Bax MAacCOBOM nH(popmaruuy, pa3MelieHue B HH(pOPMAITMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSIX WU MPEIOCTaBICHUE JOCTyMa K TMEePCOHATHHBIM
JAHHBIM KaKUM-JINOO UHBIM CIIOCOOOM.

Pecypc uHpopManMOHHON CHCTEMbI — UIMEHOBAHHBIA 3JIEMEHT CUCTEMHOTO,
NPUKJIATHOTO WM anmapaTtHoro odecmedeHus: (PyHKUMOHUPOBAHUS WH(OpMAIYOH-
HOW CUCTEMBI.



CneunuanbHble KaTeropuM NepPCOHAJbHBIX AAHHBIX — MEPCOHAJBHBIC JaH-
HbIE, KaCalOLIKNECS PACOBOM, HAIMOHAIBHON MPUHAIEKHOCTH, TOJTUTUYECKUX B3IJIS-
JIOB, PETTUTHO3HBIX WK PriIocoPCcKux yOKIEHUH, COCTOSHUS 3I0POBhSI 1 HHTUMHOM
KU3HHU CY6’b€KTa NEPCOHAIbHBIX JaHHBIX.

CpeacrBa BbBIYMCIANTENBHOH TEXHHKH — COBOKYITHOCTb IPOIPAMMHBIX H
TEXHUYECKUX DJIEMEHTOB CHUCTEM OOpa0OTKH JAHHBIX, CIIOCOOHBIX (DYHKIIMOHHPO-
BaTh CAMOCTOATENBHO WIIA B COCTABE APYTUX CUCTEM.

Cy0bekT goctyna (cy0beKT) — JIMLIO WIN MPOLIECC, AEUCTBUSI KOTOPOIO per-
JAMEHTUPYIOTCA NPaBUJIAMU pAa3rpaHUUCHUA 10CTYyMA.

TexHuyeckuil KaHAJ yre4dkd MH(OpManuM — COBOKYITHOCTh HOCHUTEIS WH-
dbopmaru (cpenctBa 00pabOTKH), (PU3MUYECKON Cpepl pacrpocTpaHeHus: UHGOp-
MaTUBHOTO CUTHAJIA U CPEJICTB, KOTOPHIMU TOOBIBAETCS 3aluIaeMas HH(popMaIus.

TpancrpannyHasi mepefaya NEepPCOHAJBHBIX JaHHBIX — Tiepeaada Tepco-
HAJIBHBIX JAHHBIX omepaTtopom uepe3 l'ocynapcrBeHHyro rpanunly Poccuiickon De-
Jepaliii OpraHy BJIACTH MHOCTPAHHOTO TOCYAapCTBa, (PU3UYECCKOMY WIIH FOPUIMYC-
CKOMY JIUIy HHOCTPAaHHOTO TOCYIapCTBa.

Yrpo3bl 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBUM U
(haKkToOpoB, CO3MAIOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CITy4aii-
HOTIO, JOCTYINAa K IEPCOHAIBHBIM JAHHBIM, PE3YJITATOM KOTOPOIO MOXKET CTarb
YHUYTOXKEHUE, M3MEHEHHE, OJIOKMPOBAHWE, KOIMPOBAHHUE, PACIPOCTpAHEHHUE Tiep-
COHAJIbHBIX JIAHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUM TIPU MX 00pa-
00TKe B MH(POPMAITMOHHOW CUCTEME MEPCOHATLHBIX JAHHBIX.

YHHMYTOKEHUE NEePCOHAIBHBIX JAHHBIX — JCUCTBUS, B PE3YyJIbTaTE KOTOPBIX
HEBO3MOXKHO BOCCTAHOBUTH COJCp)KaHUE IMEPCOHATBHBIX JaHHBIX B HH(OpMAaIu-
OHHOM CUCTEME MEPCOHAIBHBIX JJAHHBIX WM B PE3YJIbTATE KOTOPBIX YHUUYTOXKAKOTCS
MAaTe€pHUaJIbHbIE HOCUTEIIN NEPCOHAIBHBIX JAHHBIX.

YTeuka (3amumaemMoid) HHPOPMALMH M0 TEXHUYECKUM KAaHAJIAM — HEKOH-
TPOJIMPYEMOE paclpocTpaHeHue MHGOPMAI OT HOCUTENS 3aluiiaeMon uH(Op-
Malu 4epe3 (PU3MYEecKyro cpedy 0 TEXHWYECKOTO CPECTBA, OCYIIECTBIISIOIIETO
nepexsaT HHGOpMaIUu.

YupexaeHue — YUpEKICHUE 3APABOOXPAHCHUSI PECIYyOIMKAHCKOE TOCY-
JTapCcTBEHHOE OroKeTHOE JieueOHOo-poduiakTrudeckoe yupexaenue «Kapa-
yaeBo-Yepkecckas pecryOaIuKaHCKash KIMHUYecKasi O0JIbHULIAY.

Ys13BUMOCTb — ClTa00OCTh B CPEICTBAX 3aIUTHI, KOTOPYIO MOXHO HCIIOJNIB30-
BaTh JJIsI HAPYIIICHUSI CHCTEMBI WIIM COJIEp KaITIeHCsl B Hel MH(GOPMAITHH.

IesocTHOCTH MH(pOPMAIUHE — CTIOCOOHOCTh CPEACTBA BHIMUCIUTEIILHON TEX-
HUKU WIM aBTOMaTU3UPOBAHHOM CHCTEMBbI O0ECHeuMBaTh HEW3MEHHOCTh HMH(DOp-
MAIMH B YCIIOBUSIX CITyYaifHOTO W/WJIH TIPEAHAMEPEHHOTO UCKKEHUS (Pa3pyILIeHuUs ).



OBO3HAYEHUSA N COKPALLIEHUSA

ABC — anTHBHpYCHBIE CpEICTBA

APM — aBrOMaTH3UpOBaHHOE Pabovee MECTO

BTCC — BcnomorarenbHble TEXHUUECKHUE CPEACTBA U CUCTEMBI
NCII I — nadopMariioHHast CucTeMa MepCOHANTBHBIX JAHHBIX
K3 — kouTponmpyemas 301a

JIBC — nokanpHasi BEBIYACIUTEIIbHAS CETh

MDD — MexceTeBoM 3KpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JIOCTYTI

OC — onepalioHHAas cCUCTEMa

[1/IlH — mepcoHabHBIE JAHHBIE

[IMB — nporpamMmMHO-MaTeMaTUYECKOE BO3ICHCTBUE

1O — nporpammHOe obecrieueHue

[IODMUH — nobouHble 37IEKTPOMArHUTHBIEC U3Ty9ICHHS U HABOJIKU
CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpencTsa 3aiMThl HHPOPMALIUH

C3I1/ln — cuctema (mocucTemMa) 3allUThl TEPCOHATBHBIX IAHHBIX
COB — cucrema oOHapyKeHUSI BTOP>KECHHIM

TKYU — texnuueckue KaHabl yTe4Kd HHQOPMAITUH

VYBIIJIH — yrpo3sl 0€3011acCHOCTH MEPCOHATLHBIX TaHHBIX



BBEJAEHUE

Hacrosimas Konneniust onpeaenser OCHOBHbIC IIEJIM W 3aJauM, a Takxke 00-
HIYI0O CTPATEeTHI0 MOCTPOEHUSI CUCTEMbI 3alllUThl MepcoHabHbIX AaHHBIX (C3I1/IH)
VYupexnenus. Konuenius onpenensieT OCHOBHbIE TPEOOBaHMS U Oa30BbIE MOIXO0/IbI K
WX peaju3alu, Uil TOCTHKEHUs TpeOyeMoro ypoBHs 6€301acHOCTH UH(OpMaIIUK.

Konuenuus pazpaboraHa B COOTBETCTBUU C CHCTEMHBIM TOJIXOJIOM K oOecre-
yeHHIo nH(QOpManoHHON Oe3onacHOCTH. CHCTEMHBIN OIXO0/] MpeaoaraeT npoBe-
JIeHNE KOMILJIEKCa MEPOTPHSITHI, BKIIOYAIONINX HCCIIENIOBaHUE yTrpo3 WHMOpMaIu-
OHHOM 0€30MacHOCTU U Pa3pabOTKy cucTeMbl 3amuThl [1JIH, ¢ mo3uLMK KOMILIEKC-
HOTO MPUMEHEHUSI TEXHUYECKUX U OPTraHU3aIlMOHHBIX MEP U CPEJICTB 3aILUTHI.

[Tox wapOpManmoHHO# Oe3omacHOCThIO [I/lH TOHWMAaETCs 3aMUIEHHOCTH
MEePCOHAIBHBIX JaHHBIX M oOpabaTrkIBaroiel UX HHPPACTPYKTYpe OT JHOOBIX CIIy-
YallHBIX WJIM 3JIOHAMEPEHHBIX BO3JACHCTBUM, PE3yIbTATOM KOTOPBIX MOXET SIBUTHCS
HaHeceHue yiepoa camoit nHpopmanuu, ee BiajaensiaM (cyorekram [1)IH) wiu un-
dbpactpykrype. 3agaun HHGOPMAIIMOHHON 0€30MaCHOCTH CBOASTCS K MUHUMHU3AIMU
yiep6a oT BO3MOXKHOU peanu3anuu yrpo3 6e3omacHoctu [1J[H, a Takke K TpOrHo3u-
POBAaHMIO U MPEAOTBPALICHUIO TAKUX BO3JACHCTBHIA.

KoHuenmust ciy:>kUT OCHOBOW JJisi pa3pabOTKU KOMILIEKCA OpraHU3allMOHHBIX
U TEXHUYECKUX Mep MO 00ecleueHru0 MHPOPMAIMOHHON 0e30MacHOCTH Yupexe-
HUSI, @ TaKK€ HOPMATHUBHBIX M METOJMYECKUX JIOKYMEHTOB, OOECIICUMBAIOIIUX €€
peanu3alioo, U He Mpeanoyiaraet MmoaMeHbl (PYHKIUNA TOCy/IapCTBEHHBIX OPTaHOB
Biactu Poccuiickoit denepannn, OTBEUAOIIUX 3a oOecriedeHrue Oe30MacHOCTH HH-
(OpMAaLMOHHBIX TEXHOJIOTHI U 3alIUTY UH(OPMAIUH.

Konuennus sasigercss METOIOJIOTHYECKON OCHOBOM JJIS:

- bopMUPOBAHUSI U TPOBEJCHUSI €IUHON TMOJUTUKU B 00JACTU OOeCreueHHs
oesonacuoctu [1J1n B UCITIH Yupexnenus;

- IPUHSTHS YIPABICHUYECKUX PEHICHUN U pa3pabOTKH MPAKTUUYECKUX MEp IO
BOIUIOIEHUIO MoNuTHKKU Oe3omacHocty [1/H 1 BRIpaOOTKM KOMILIEKCA COTIIaCOBaH-
HbIX MEpP HOPMaTHUBHO-NIPABOBOTO, TEXHOJOTMYECKOITO M  OpraHU3alMOHHO-
TEXHUYECKOT0 XapaKTepa, HalPaBJICHHBIX HA BBISIBICHUE, OTPAXKEHUE U JTUKBUIALUIO
MOCJICICTBUI pEeAIN3aluU PA3JIMYHbIX BUIOB yrpo3 [1/1H;

- KOOpJAMHAIIMU JAESTEIbHOCTH CTPYKTYPHBIX MOJAPA3ACICHUN YUpexKIeHUs
IIpU IPOBEJIEHUU padoT 1o pazsutuio U skcruryaranuu UCIH ¢ coOmoaenuemM tpe-
OoBanmii ooecrieueHus 6e3onacHoctu I1/]H;

- pa3pabOTKU MPENSIOKEHHUM M0 COBEPUIEHCTBOBAHUIO MPABOBOI0, HOPMATHB-
HOTO, METOJIMYECKOT0, TEXHUUECKOT0 U OpraHM3allMOHHOro obecrnedeHust Oe3omac-
Hoctu [1/1n B UCITIH Yupexnenus.

O6nacte npumeHenus: KoHuenuuu pacnpocTpaHseTcsl Ha Bce YUPEKICHHE,
DKCIUTyaTHpylomee TexHudueckue u nporpammuble cpencrBa MCIIIH, B KOTOpBIX
OCYIIECTBIISIETCSl aBTOMATU3UpOBaHHast oOpaboTtka [1/1H, a Takxke Ha Moapa3AeeHus,
OCYILECTBIISIOUINE COMPOBOXKIECHUE, OOCIy)XMBaHHE W 00eCredYeHHe HOPMaTbHOTO
¢bynkuonuposanus UCIT/IH.

[TpaBoBoii 6a30ii mist pazpaboTku HacTosmel Konmenmun ciryxat TpeGoBaHuUs
NercTBYIONUX B Poccuy 3aKOHOMATEHBIX W HOPMATUBHBIX JIOKYMEHTOB IO 0Oec-
MEYCHUIO OE30MTaCHOCTH MepCOHANBHBIX JaHHBIX (I1/[H).
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1 O0uue moJioKeHUA

Hacrosimas Konneniust onpeaenser OCHOBHbIC IIEJIM W 3aJauM, a Takxke 00-
HIYI0O CTPATEeTHI0 MOCTPOEHUSI CUCTEMbI 3alllUThl MepcoHabHbIX AaHHBIX (C3I1/IH)
Vupexnenus, B coorBerctBuu ¢ Ilepeunem MCII/IH. Konueniusa ompenensier oc-
HOBHBIE TpeOOBaHUSA M 0a30BbIE MOAXOAbl K UX pealu3allid, JUIs JTOCTUXKEHUS Tpe-
OyeMoro ypoBHs 6€3011aCHOCTH UH(pOPMAITUH.

C3IIIn mpexacraBnseT coOOH COBOKYIMHOCTh OpPraHM3AIlMOHHBIX U TeEX-
HUYECKUX MEpONpUSITHA 11 3ammThl [IJIH OT HempaBOMEPHOTO WM CIy4allHOTO
JOCTyNa K HUM, YHUYTOXCEHUS, W3MCHEHMs, OJIOKMPOBAaHMs, KOIMMPOBAHUS, pac-
npoctpanenus [1/{H, a TakKe MHBIX HEPABOMEPHBIX JEHCTBUI C HUMH.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTACTCS IMYTEM HCKIIOYEHUS He-
CaHKI[MOHUPOBAHHOI'O, B TOM YHCJIE€ CITy4YaltHOTO, 0CTYyIa K IEPCOHAIBHBIM TaHHBIM,
PE3YJABTAaTOM KOTOPOTO MOXKET CTaTh YHUUTOXEHUE, U3MEHEHUE, OJIOKUPOBAHUE, KO-
MAPOBAaHUE, PACIIPOCTPAHEHUE MEPCOHAIBHBIX JTaHHBIX, @ TAKK€ WMHBIX HECAHKIUO-
HUPOBAHHBIX JICUCTBUU.

Crtpyktypa, coctaB u ocHoBHbIe (pyHkimu C3IIJ[H onpeaensroTcss Ucxoast u3
kinacca UCITqu. C3I1/IH BKItOYaeT OpraHru3allMOHHBIE MEPBI U TEXHUYECKHUE CPECT-
Ba 3alIUTHl HHGOpMaLUK (B TOM YKciie mu(poBaabHbie (KpunTorpapudeckue) cpe/i-
CTBa, CPEJICTBA MPEJOTBPAIECHUS HECAHKIIMOHUPOBAHHOTO JIOCTYIA, YTEUKH HHDOP-
Mall¥ M0 TEeXHUYECKUM KaHallaM, IPOTrpaMMHO-TEXHUYECKUX BO3JCHCTBUN HA TEX-
HUYecKkue cpeactBa oopadotku I1/1H), a Takke ucnonab3yeMble B HHPOPMAITMOHHON
cucrteMme UHGOPMAIMOHHbBIE TEXHOJIOTHH.

DT MepbI MPU3BAHbI 00ECTICYUTH:

- KOHPUAEHIMATBHOCTH MH(pOpMauK (3amuTa OT HECAHKIIMOHHUPOBAHHOTO
O3HAKOMJICHUS );

- HeJIOCTHOCTH MH(pOpMaIu (aKTyalbHOCTh U HEMPOTUBOPEUMBOCTH UHGOP-
Malllu, €€ 3alUIIEHHOCTh OT Pa3pyIIeHUs U HECAHKIIMOHUPOBAHHOTO U3MEHEHMS);

- IO0CTYIHOCTH MH(pOpMaIuu (BO3MOXKHOCTh 32 IPUEMIIEMOE BPEMS TOJIYIUTh
TpebyeMyto HHPOPMAITMOHHYIO YCITYTY).

Cragum co3ganus C3I1/IH BKIIIOYAIOT:

- IPEANPOCKTHAsT CTaAusA, BKJIIOYAIOIIAs MPEANPOEKTHOE O00CieJOBaHHUE
NUCTIH, pa3paboTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOTO0) 3a/IaHusl Ha ee CO3/a-
HHUE;

- CTaausl MpOoeKTUpoBaHus (pa3paboTku mnpoektoB) U peanusanuu UCII/IH,
BKrouarotias pazpadotrky C3I1/In B cocrae UCIIH;

- ctanus BBoja B nevicteue C3I1/IH, BKIIOYAIOIIAs OMBITHYIO SKCILTyaTalMIO U
MIPUEMO-CIATOYHBIC UCTIBITAHUS CPEJICTB 3aIlUThl HH(POPMAIIMH, a TAK)KE OIEHKY CO-
orBercTBUs UCII/{H TpeboBanusam 6e30macHOCTH HHPOpMAITUH.

OpranuzaiioHHbIe MEPBI MPEAYCMATPUBAIOT CO3JaHUE U TOJJCp>KaHUE TMpa-
BOBOH 0asbl OezomacHocT [1/IH m pa3paboTKy (BBeJeHUE B JACUCTBUE) MPEAYCMOT-
pennbix [lomutukoi nadopmainmonnoit 6e3onacHoctu UCII/IH cremyronux opraHu-
3aI[MOHHO-PACTIOPSAIUTEIbHBIX JOKYMEHTOB:
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Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%2022%20Типовое%20Техническое%20задание%20на%20разработку%20системы%20обеспечения%20безопасности%20информации%20объекта%20вычислительной%20техники%20учреждения.doc
Приложение%2023%20Типовой%20Эскизный%20проект%20на%20создание%20системы%20обеспечения%20безопасности%20информации%20объекта.doc
Приложение%205%20Политика%20информационной%20безопасности.doc

- [Inan meponpuatuii mo obecnedenuto 3amuthl [1[lH npu ux obOpaboTke B
NCIIdH;

- [Tnan MmeponpusiTuii o KOHTPOJItO obecnieueHust 3amuThl [1J1H;

- [lopsimox pe3epBupoBaHus U BoccTaHoBieHHs padbotocrnocoonoctu TC u I10,
0a3 nanubeix U C3U,

- JlomxnoctHasa uHctpykuusa agmuaucrpatopa MCIIIH B yacTtu oOecnieueHus
6e3omacunoctu [1/11 mpu ux o6padotke B UCII/H;

- JlokHOCTHAs MHCTPYKIUS agMuHucTparopa 6e3omacHoctu UCTIIH;

- JlomkHoctHas uHCTpykums mnonb3oBatens WCII[AH B wactu oOecneueHus
6e3onacHoctu [1/]n mpu ux obpadotke B UCII/IH;

- UHCcTpyKIMs Ha cly4daid BOBHUKHOBEHHS BHEIITATHON CUTYallUH,

- PekomeHanMM no MCIHOJIb30BaHUIO MPOTPAaMMHBIX W alllapaTHBIX CPENCTB
3aIUThl HH(POPMAIIUH.

TexHruueckue Mephl 3alIUThl PEATM3YIOTCS MPU MOMOIIM COOTBETCTBYIOIIUX
POrPaMMHO-TEXHUYECKUX CPEJICTB U METOAOB 3aIUTHI.

[lepeueHb HEOOXOAMMBIX MEP 3aIUTHI HHPOPMAITUU ONIPEACIISIETCS 10 PE3yJib-
TaTtaM BHyTpeHHell npoBepku OezonacHocty UCIT/IH Yupexnenus.

12


Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2014%20План%20внутренних%20проверок.doc
Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
Приложение%2019%20Инструкция%20администратора%20безопасности%20ИСПДн.doc
Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
Приложение%2020%20Инструкция%20пользователя%20по%20обеспечению%20безопасности%20обработки%20персональных%20данных,%20при%20возникновении%20внештатных%20ситуаций.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc

2 3agauu C3I1/1n

OcHoBHoit nenpto C3IIJIH siBasieTcss MUHUMM3AIUS yiiepoda OT BO3MOXKHOMU
peanuzanuu yrpo3 6ezonacHoctu [1/1H.

Jns mpoctikeHuss OCHOBHOM 1enu cucteMa OesomacHoctu [1JIn WMCIIOH
J0JKHA o0ecrieunBaTh 3(PEKTUBHOE PEIICHUE CASAYIOMNX 3a/1a4:

- 3alIUTYy OT BMemlarenbcTBa B nporecc pyHkuuonupoanuss MCII/In mocro-
POHHMX JIHI (BO3MOXXHOCTh MCIOJIb30BaHUsI AC U JOCTYN K €€ pecypcaMm JOJIKHBI
UMETh TOJIBKO 3aPErUCTPUPOBAHHBIC YCTAHOBICHHBIM MOPSIAKOM ITOJIb30BATENHN ),

- pa3rpaHUYE€HUE JIOCTYIIA 3aPETUCTPUPOBAHHBIX ITOJIB30BATEIICN K ammapar-
HBIM, TIPOTpaMMHBIM U HH(popMannoHHbIM pecypcaMm UCIIIH (BO3MOXKHOCTH JOCTY-
12 TOJIBKO K TEM pECypcaM M BBIITOJIHEHHS TOJIBKO TEX ONEpPAlHil C HUMHU, KOTOpPbIE
HEOOXOIMMbl KOHKPETHBIM Mojb3oBaTensiM WMCII[IH nis BBIIOTHEHUS CBOUX CIIy-
KEOHBIX 00s3aHHOCTEN ), TO €CTh 3alUTY OT HECAHKIIMOHUPOBAHHOIO JIOCTYyTA!

a) K uadopmaruu, nupkynupyromieit B UCIT/IH;
0) cpeacTBaM BerunciuTenbHor TexHuku UCIH;
B) alrapaTHbIM, TPOrPAMMHBIM U KPUOTOrpapUUYECKUM CpPEJICTBAM 3a-

IUTHI, ucnoib3yeMbiM B UCTIIH;

- PETUCTpALMIO AEHCTBHUI MOJIb30BATENIEH MPU UCIOIb30BAHUU 3aILUIIAEMbBIX
pecypcoB UCII/IH B cUCTEMHBIX KypHajaxX U NEPUOJINYECKUN KOHTPOJIb KOPPEKTHO-
CTU JCMCTBUM MOJIB30BATENEN CUCTEMBI IIYTEM aHaJIW3a COACPKUMOTO ITHUX KypHa-
JIOB;

- KOHTPOJIb 1IEJIOCTHOCTU (00ecreueHrne HEM3MEHHOCTH) Cpellbl MCTOJIHECHUS
MPOrpaMM U €€ BOCCTAHOBJICHUE B ClIy4ae HapyIICHUS,

- 3alIUTY OT HECAHKIIMOHUPOBAHHON MOAU(DUKAIIUU U KOHTPOJIb 1IEJIOCTHOCTU
ucnonbp3yeMmsbix B UCII/IH mporpaMMHBIX CPEACTB, a TAKKE 3aLIUTy CUCTEMBI OT BHE-
JIPEHUS HECAaHKIIMOHUPOBAHHBIX MPOTPAMM;

- 3anuty [I/IH OT yTeuku Mo TeXHUYECKMM KaHajiaMm Mpu ee o0padoTke, Xpa-
HEHUH U MEepeIayde Mo KaHauaam CBA3Y;

- 3aiquty [1/lH, Xpanumoii, oOpabaTbiBaeMoOil M TepeaaBaeMoil Mo KaHajlaM
CBSI31, OT HECAHKIIMOHUPOBAHHOTO PA3TJAlICHUS WIIM UCKAKEHHUS;

- o0ecreyeHue KUBYUYECTH KpUNTOrpadudecKux CPEICTB 3aluThl HHPOpMa-
MU NPYU KOMIIPOMETAIMN YACTU KIIFOYEBOM CUCTEMBI,

- CBOEBPEMEHHOE BBISIBICHHE UCTOUYHUKOB yrpo3 Oe3omacHocTtu [1JIH, npuuuH
U YCJIOBUH, CIIOCOOCTBYIOIIMX HaHECEeHHIO yiiepba cyobekTam [1/1H, coznanue mexa-
HH3Ma OMEPATHUBHOIO pearupoBaHus Ha yrpo3bl Oe3omacHocTu [IJIH v HeraTuBHBIC
TEHJICHIINH;

- CO3/IJaHH€ YCJIOBUM JJI1 MUHUMM3ALUKM M JIOKAJIU3AIMK HAHOCUMOTO yiepoa
HEMPABOMEPHBIMU JACUCTBUSIMU (PUBHUECKUX U IOPUANYECKUX JIUII, OCTIa0IeHUEe Hera-
TUBHOTO BJIMSIHUS U JIMKBUAAIMS MOCIEACTBUM HapyeHust 6e3onacuoctu [1/1H.
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3 O0BEeKTHI 3aIUTHI
3.1 llepeuenb uHGPOPMALIMOHHBIX CHCTEM

B Vupexnennn PecnybivkaHckoe rocyaapCcTBEHHOE OIOIKETHOE JieueOHO -
npoduiakTudeckoe yupexaenue "KapayaeBo-Uepkecckas pecnyOanMKkaHcKas KIMHU-
yeckas 00JpHUIA" MPOU3BOAUTCS 00padOTKa NMEPCOHATBHBIX TaHHBIX B MH(pOpMAIIU-
OHHBIX crcTemMa 00paboTku nepcoHanbHbIX AaHHbIX (MCIIIH).

[Tepeuens UCII/IH onpeneneH Ha ocHOBaHMM OT4YeTa IO pe3yJbTaramM BHYT-
PEHHEN ITPOBEPKHU.

3.2 llepeyeHb 00bEKTOB 3aIIIUTHI

OObeKxTaMu 3alIUThHI SBISIIOTCA — UHGopMatusi, oopadbarsiBaemast B UCII/IH, u
TEXHUYECKUE CPEJICTBA €€ 00padOTKU U 3anuThl. [lepeueHb nepcoHanbHbIX JaHHBIX,
Mo IJIeKaIie 3aIuTe, onpeaeieH B [lepedyHe nepcoHaNbHBIX JaHHBIX, MOISKAITIX
zammre B UCTI/I.

OOBEKTHI 3aIIUTHI BKIIOYAIOT:

1) O6pabaTeiBacMast HHGOPMAIIHSI.

2) TexHoNMOTHUECKass HH(OPMAILIHSI.

3) [IporpaMMHO-TEXHUYECKHE CPECTBA OOPAOOTKH.

4) Cpencrsa 3ammutsl [1]1H.

5) Kanabl nH()OpMAIIMOHHOTO OOMEHA U TEJICKOMMYHHKAIIHH.

6) OOBEKTHI U TIOMEIIEHUS, B KOTOPBIX pa3menieHbl kKommoHeHTsl MCTI/IH.
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4 Kanaccupurkanus noan3oBareseit UCII/In

[Tonb3oBatenem UCTI/IH siBisieTcst IM110, y4acTBYIOIIEe B GYHKIIMOHUPOBAHUH
MH(OPMAIMOHHONW CHCTEMbI NMEPCOHANBHBIX JAHHBIX WM UCIONB3YIOUIEE PE3ybTa-
Tol ee (ynkuuonupoBanus. [lonszoBarenem MCIIAn sBnsercs n000i COTPYIHUK
VYupexaenus, nmeromunid noctyn k UCIIIH u ee pecypcam B COOTBETCTBUU C yCTa-
HOBJICHHBIM TMOPSIIKOM, B COOTBETCTBHUHU C €r0 (PYHKIIMOHAIbHBIMU 00SI3aHHOCTSIMU.

[Tonb3oBatenu UCII/H gendarcs Ha TpU OCHOBHBIE KATETOPHH

1) Anmunuctparop UCIT[IH. CoTpyaHukn YUpeKAeHUs, KOTOPhIC 3aHUMAOT-
Ci HACTPOWKOM, BHEAPEHUEM M COIPOBOXKIECHUEM CHUCTEMBI. AJIMUHUCTPATOP
NCIIx obnaaet cieayomuM YPOBHEM I0CTYIA:

- o0namaer monHOW WH(OpMaIeld 0 CUCTEMHOM W MPHUKIATHOM TIPO-
rpamMHoM obecrnieuenuu MCII/IH;

- o0aaeT noJHOM nH(popManueld 0 TEXHUYECKUX CPEACTBAX U KOH(PU-
rypaunu UCIT/IH;

- UIMEET JIOCTYIl KO BCEM TEXHUYECKHM CpelICTBaM 00paboTKH MH(pOP-
Manuu 1 ganaeiM UCI/IH;

- o0jajaer mpaBaMu KOH(MUTYpUPOBAHUS U aJIMUHHCTPATUBHOW Ha-
cTpoiiku Texuuueckux cpeacts MCIIIH.

2) Iporpammuct-pazpadorunk MCIIJn. CoTpyaHuku YUpexIeHus: WId CTO-
POHHUX OpraHu3alui, KOTOphIe 3aHUMAIOTCS pa3pabOTKON MporpamMMHOIo obecrie-
yenus. Pazpabotunk UCII/IH o6namaeT cienyommuM ypoBHEM JOCTYIIA:

- obnamaer uHpopmalmeil 006 aaropuTMax M mnporpammax 00pabOTKu
uHpopmanuu Ha UCIT/IH;

- 00Ja1aeT BO3MOYKHOCTSIMU BHECEHHUs OIIMOOK, HeAEKIapUpOBAaHHBIX
BO3MOYKHOCTEH, MPOrpaMMHBIX 3aKJIa/I0K, BPEAOHOCHBIX NPOrpaMm B IMpoO-
rpamMHoe obecnieuenue MCII/In Ha cTtaguu ee pa3pabOTKU, BHEAPEHUS U CO-
MPOBOXKACHUS;

- MOKET pacroJiaraTh JO0bIMH (hparMeHTaMu WHGOPMAIIUU O TOIOJIO-
run UCITJIH u TexHuueckux cpeactBax oOpabotku u 3amuthl [11H, oOpaba-
ThiBaeMbIX B UCIT/IH.

3) Onepatop UCII/In. CoTpyaHuku moapasaeicHuid YUperkIcHHs YIaCTBYIO-
nux B npoiecce 3kcrtyatanuu UCIJIa. Oneparop UCII[IH oGnanaer cieayronmm
YPOBHEM JOCTYMA!

- o0jajaeT BCeMU HEOOXOAMMBIMH aTpuOyTamMu (Hampumep, MmapoyieMm),
00€eCIeynBaOIIMMU JTIOCTYT K HEKOTOpOMY noAMHokecTBY [1/1H;
- pacnoyiaraeT KOH(OUACHIIMATLHBIMU TaHHBIMHU, K KOTOPBIM UMEET J0C-

TYIL.

Kareropuu nonws3oBaTeneit JOJKHBI OBITH onpenesenbl s kaxaon UCI/H.
JlommKHO OBITH YTOYHEHO pa3/ielieHue COTPYIHUKOB BHYTPH KaTeTOPUiA, B COOTBETCT-
BUM C THUIIAMH TIOJb30BaTeeH ompeneneHHpiMA B [lomuTuke uH(DOpPMAIIMOHHON
0€30MacCHOCTH.

Bce BbIsiBIIEHHBIE TPYIIIBI TOJIB30BATENEH OTpaxkatoTcss B OTuere no pe3ysibra-
TaM BHYTpeHHeH npoBepku. Ha ocHoBanun Otuera onpeaesitoTes mnpasa JI0CTyna K
anemenTam VCII/IH a1 Bcex rpylin NoJb30BaTesield U oTpaxarorcs B Marpuue noc-
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Tylla B [Io10XE€HUM O pasrpaHUYE€HMU NIpaB JOCTYyIa K 06Da6aTBIBa€MBIM nepco-
HAaJbHBIM AaHHBIM.
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5 OCHOBHBbIC MPUHIMIIBI MOCTPOCHUS CHCTEMbI KOMILIEKCHOM 3a1IIUThI
HHpoOpMaALIH

[Toctpoenue cuctemsr ooecneuerus 6e3omacaoctu [1/a UCTIIH Yupexnenus
1 ee QyHKIIMOHUPOBAHUE JTOJDKHBI OCYIIECTBISTHCS B COOTBETCTBUU CO CIICTYIOIIH-
MU OCHOBHBIMH MPUHITUTIAMH:
3aKOHHOCTb;
- CUCTEMHOCTB;
- KOMILUIEKCHOCTb;
- HEMIPEPHIBHOCTH;
- CBOEBPEMEHHOCTB;
- IPEEMCTBEHHOCTh U HENPEPHIBHOCTH COBEPIIIEHCTBOBAHNS,
- TIEpPCOHAJIbHAS OTBETCTBEHHOCT;
- MUHUMM3AIHUS TOJTHOMOYHI;
- B3aUMOJICHCTBUE U COTPYAHUYECTBO;
- THOKOCTh CHCTEMBI 3aIlIUTHI;
- OTKPBITOCTh AJITOPUTMOB U MEXaHU3MOB 3aIlIUTHI,
- IPOCTOTA MPUMEHEHUS CPEICTB 3aTUTHI;
- Hay4yHasi 000CHOBAaHHOCTh U TEXHUYECKAs Peain3yeMOCTb;
crienraIn3anus 1 npodecCuoHaIn3M;
00513aTeIbBHOCTh KOHTPOJIS.

5.1 3akoHHOCTH

[Ipeanonaraer OCyIIECTBICHHWE 3alUTHBIX MEPONPUITHI U pa3pabOTKy
C3I1JIn YupexaeHus B COOTBETCTBHM C JCHCTBYIOIIUM 3aKOHOJATEIHCTBOM B 00-
nacty 3amuThl [IJ[H U Apyrux HOpMAaTUBHBIX AKTOB MO 0€30MacHOCTH MHGOPMAIIIH,
YTBEPAKIAEHHBIX OpraHaMy T'OCYJapCTBEHHOU BJIACTH W YIPABICHHS B MpPEAEiaX UX
KOMIETEHLINH.

[Tonb3oBatenn u oOciyxkuBaromuii nepconan [I[ln UCII[In VYupexnenus
JOJDKHBI OBITH OCBEIOMIICHBI O TIOPSJIKE pabOTHI ¢ 3amuinaeMon HHpopMaluen u 0o
OTBETCTBEHHOCTH 3a 3amuThl [1/1H.

5.2 CucTeMHOCTDH

Cucremubiii noaxox kK nocrpoenuto C3II/Ix Yupexnenus npenmnongaraet yyer
BCEX B3aMMOCBSI3aHHBIX, B3AMMOJECHCTBYIOIIUX U U3MEHSIOUIUXCS BO BPEMEHU 3Jie-
MEHTOB, YCJIOBHM U (paKTOPOB, CYIIECTBEHHO 3HAYMMBIX JJIsi IOHUMAHUS U PEIIEHUs
npobisiembl ooecnieuenus 0e3onacHoctu [11n UCITIH YupexneHusl.

[Ipu co3nanuu CUCTEMBI 3aIIUTHI JOJKHBI YUUTHIBATHCS BCE cladble U Haubo-
Jiee ysi3BUMbIEe MecTa cucTeMbl 00pabotku [1/]H, a Takke xapakTep, BO3MOKHBIE 00b-
eKThl U HaNpaBJICHUs aTak HAa CUCTEMY CO CTOPOHBI HapymuTenel (0COOEHHO BBICO-
KOKBAJIM(UIIMPOBAHHBIX 3JI0yMBIIUIEHHUKOB), MYTH MPOHUKHOBEHHUS B pacmpeze-
neunbie cucteMbl 1 HCJ[ x unpopmanuu. Cuctema 3amuThl JOHKHA CTPOUTHCS C
y4€TOM HE TOJIbKO BCEX M3BECTHBIX KaHaOB mpoHukHoBeHUs 1 HCJ k nunpopmarum,
HO ¥ C YYETOM BO3MOXXHOCTH NOSIBJIEHUS IPUHUMUITNAIBLHO HOBBIX ITyTEH pean3aliu
yIrpo3 O€30MacHOCTH.
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5.3 KoMILIeKCHOCTH

KoMIiekcHOe MCnoIb30BaHUE METOJIOB M CPEJICTB 3allMThl IPEANonaraeT co-
[JIACOBAHHOE MPUMEHEHHE PA3HOPOJHBIX CPEACTB MPU MOCTPOEHUM LEIOCTHOM CHUC-
TE€MBbI 3alllUThI, IEPEKPHIBAIOLIEH BCE CYIIECTBEHHBIE (3HAUMMBbIE) KaHaJbl pean3a-
LMW yTPO3 U HE COAEpIKaILEH cIa0bIX MECT Ha CTBIKAaX OTAEIbHBIX €€ KOMIIOHEHTOB.

3amuTa JOJKHA CTPOUTHCS SIIETOHMPOBAaHO. I KaXkIoro KaHajia yTEUKH
UHPOpPMALIUU U I KQXKJI0W yrpo3bl 0€3011aCHOCTH JOKHO CYIIECTBOBATh HECKOJIb-
KO 3allUTHBIX pyOexeil. Co3gaHue 3alMTHBIX pyOeel OCYLIECTBIIAETCA C yYETOM
TOT0, YTOOBI /1711 UX MPEOJI0JIEHUS TOTEHLINAIbHOMY 3JI0YMBIIUIEHHUKY TPeOOBaINCh
po(heCcCHOHANIbHBIE HABBIKU B HECKOJIBKMX HEB3aUMOCBS3aHHBIX 00JIaCTsIX.

BHemnss 3ammTa 1oykHa o0ecnieunBaTbes PU3NYECKUMU CPECTBAMH, Opra-
HU3aLMOHHBIMU U IIPaBOBBIMU Mepamu. OHUM K3 HanOoJiee YKPEIIEHHBIX pyOexen
IpU3BaHbl OBITH CPEICTBA KPUNTOrpahUuecKoil 3alMThl, pealn30BaAHHbIE C UCIIOJIb-
3oBaHueM TexHosnorun VPN. IlpuknagHolt ypoBeHb 3alllUThl, YUUTBHIBAIOIIMA OCO-
OCHHOCTHU MPEAMETHOM 00JIaCTH, IPEICTABIISAECT BHYTPEHHUIN pyOeX 3aIHThI.

5.4 HenpepbiBHOCTB 3amuThl [1/{H

3ammura [1/[H — HE pa3oBOE€ MEPOIPUATHE U HE NMPOCTast COBOKYITHOCTH MPOBE-
JICHHBIX MEPONPUATUN U YCTAHOBJICHHBIX CPEJICTB 3aIIMUTHI, & HETIPEPHIBHBIN IIeJIeHa-
IpaBJIEHHBIA TPOLECC, MPEANOIATaAIOINNA MIPUHITHE COOTBETCTBYIOIIMX MEP Ha BCEX
sTanax »ku3HeHHoro nukia UCIIT/H.

NUCII/IH A0mKHBI HaXOIUTHCSA B 3ALUIIEHHOM COCTOSIHUM Ha MPOTSIKECHUU
BCEro BPeMEHU UX (YHKIIMOHUPOBAHUS. B COOTBETCTBUM C 3TUM MPUHIUIIOM JTOJIXK-
Hbl IPUHUMATHCS Mephl N0 HeponymeHuto nepexona MCII/IH B He3amUIEHHOE CO-
CTOSIHHE.

BonabmuHCTBY (DU3NYECKUX U TEXHHUYECKUX CPEICTB 3aIIUThI IS d(PPEeKTUB-
HOTO BBIMIOJIHEHUS CBOMX (DYHKIUI HEOOXOAMMA MMOCTOSIHHAS TEXHUYECKas U OpraHu-
3allMOHHAsA (aIMUHUCTPATUBHAS) TIOJIEPKKa (CBOCBPEMEHHAsI CMEHA U 00ECIICUCHHE
MPaBUJIBHOTO XPAaHEHHUs U MPUMEHEHHsI UMEH, apoJieil, Kitouel mudppoBaHus, nepe-
onpejeneHre MmojaHoMounii u T.1.). IlepepbiBbl B paboTe CpeacTB 3alUThl MOTYT
OBITh MCIIOJIb30BaHbI 3J0YMBIILICHHUKAMU JJI aHAJM3a MPUMEHSIEMbIX METOJIOB U
CPEICTB 3aIUTHI, 7Sl BHEAPECHUS CIEIHATbHBIX MPOTPAMMHBIX M ammapaTHbIX '"3a-
KJIAQJOK" M JAPYTUX CPEACTB MPEOJOJICHUS CUCTEMbI 3alllUThl MOCII€ BOCCTAHOBIICHUS
ee GyHKIMOHUPOBAHMUS.

5.5 CBOEBpEMEHHOCTH

[Ipenmonaraer ympexaaromuii xapaktep Mep oOecrieueHus 0e30macHOCTU
[1IH, TO ecTh MOCTAaHOBKY 3aAa4 nmo komruiekcHou 3amute UCIIIH u peanuzanuto
Mep obecrieuenusi 6ezonacHoct [1J][H Ha pannux cramusx paspabotrku WMCII/Ix B
[E€JIOM U €€ CUCTEMBI 3aIIUThl HH()OPMAITUH, B YACTHOCTH.

Pa3zpaboTka crcTeMbl 3alUTHl JOJDKHA BECTHCH MApAJLIEIBHO ¢ pa3paboTKoO U
pPa3BUTHEM CaMOW 3alUIIAEMON CHCTEMBI. DTO MO3BOJUT y4eCcTh TpeOoBaHUsI 0€30-
MAaCHOCTHU TMPHU MPOEKTUPOBAHUN APXUTEKTYPhI M, B KOHEUYHOM CYETE, CO3/IaTh OoJiee
s dexTrBHBIE (KaK M0 3aTpaTaM PecypcoB, TaK U MO CTOMKOCTH) 3aIUIIEHHBIE CHUC-
TEMBI.
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5.6 IIpeeMCTBEHHOCTH M COBEPIIIEHCTBOBAHUE

[IpennonararoT MOCTOSTHHOE COBEPLICHCTBOBAHUE MEP U CPEACTB 3AIUMUTHI WH-
(dopmanii Ha OCHOBE MPEEMCTBEHHOCTH OPTraHU3ALMOHHBIX U TEXHHUYECKUX pellle-
HUI, KaApOBOTO cOcTaBa, ananu3a pynkunonupoanus UCII/Ix u ee cucremsl 3amiu-
Thl C YYETOM M3MEHEHHUW B METOAAaX M CPEACTBaX MepexBara MHPOpMALMH, HOpMa-
TUBHBIX TpeOOBaHMU MO 3aIUTE, AOCTUTHYTOI'O OTEYECTBEHHOTO U 3apyOeKHOIO
OIlbITa B 3TOM 00JacTu.

5.7 IlepcoHajibHAsi OTBETCTBEHHOCTh

[Ipeanonaraer BO3N0KEHHE OTBETCTBEHHOCTH 3a obOecreueHrne 0e30macHOCTU
[1/11 u cuctembl UX 0OpabOTKHU Ha KaXKJIOTO COTPYAHHMKA B IMpeJeiax ero MmoJHOMO-
yuii. B COOTBETCTBUU C 3TUM NPUHIIMIIOM pacrpe/ie]ieHUE MpaB U 00s3aHHOCTEN CO-
TPYJHUKOB CTPOUTCS TAKUM 00pa3oM, 4TOOBI B CiIy4yae J000T0 HapyIlIeHUus Kpyr BU-
HOBHUKOB OBLT YETKO U3BECTEH UJIU CBEJICH K MUHUMYMY.

5.8 IIpuHUIMI MUHUMHU3ANUM TTOJTHOMOYHIA

O3HavaeT mMpeaoCTaBICHUE MOJIb30BATEISIM MHUHUMAIIBHBIX TIPaB JIOCTyINa B
COOTBETCTBHM C MPOU3BOJICTBEHHON HEOOXOAMMOCTBHIO, HA OCHOBE IMPHUHIIMIA «BCE,
YTO HE PA3PELIEHO, 3AIIPELIEHON.

Hoctyn k [1JIH goKeH mpeaoCTaBiasaThCS TOJBKO B TOM Cilyyae U 00beMe, ec-
JIM 3TO HEOOXOAUMO COTPYAHUKY JIJIsl BHITTOJTHEHUS €T0 JOIKHOCTHBIX 00s3aHHOCTEH.

5.9 B3aumoaeiicTBHe U COTPYAHUYECTBO

[Ipeanonaraer coznanue OaronpusTHOW aTMOChephl B KOJIJIEKTUBAX MOApa3-
neneHuit, odbecneunBaromux naesarenbHocts VCII[H Yupexnenus, Iias CHUKCHHUS
BEPOSITHOCTA BO3HUKHOBEHHMSI HETATUBHBIX JCUCTBUM CBSI3aHHBIX C YEJIOBECUYECKUM
dbakTopom.

B Takoil oOcTaHOBKE COTPYAHUKU JTOJDKHBI OCO3HAHHO COOJIOJAaTh yCTaHOB-
JICHHBIEC ITPaBUJIa U OKAa3bIBATh COJCUCTBUE B JECATEIIBHOCTU MOJAPA3AECICHUN TEXHU-
YEeCKOM 3aluThl HH(POpMAIIUK.

5.10 I'nb6kocTh cucrembl 3amuThI I11H

[IpuHsTHIE MEPHI M YCTAaHOBJIEHHBIE CPEJICTBA 3AIIUTHI, 0COOEHHO B HAYaJIbHBIM
NEepPUOJT UX IKCIUTyaTallii, MOTYT OOeCleunuBaTh KaK YpPE3MEpHbI, TaK U HEJOCTa-
TOYHBIA YpOBEHb 3aluThl. JJig obecrneueHrs BO3MOKHOCTH BapbUPOBaHUS YPOBHEM
3aIMIIEHHOCTH, CPEJICTBA 3alllUThl JOJDKHBI 00JIaaTh OIMpPEACIEHHON TMOKOCTBIO.
Oco0€HHO BayKHBIM 3TO CBOMCTBO SIBJISIETCS B TE€X CIIy4asiX, KOTJa yCTAaHOBKY CPEICTB
3alIUThl HEOOXOAMMO OCYIIECTBISATh Ha pabOTAIONIIyl0 CHUCTEMY, HE Hapylias Mpo-
1ecca ee HopMajibHOTrO (PYHKIIMOHUPOBAHMUSL.

5.11 OTKpBHITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIIUThHI

CyTh IpUHIHUIIA OTKPHITOCTH aJTOPUTMOB U MEXAHU3MOB 3aIUTHI COCTOUT B
TOM, 4YTO 3alllTa HE JI0JHKHA O0EeCleurBaThCA TOJIBKO 32 CUET CEKPETHOCTH CTPYK-
TYpPHOW OpPTaHHM3AIMU U AITOPUTMOB (DYHKIIMOHUPOBAHUS €€ TOJCUCTEM. 3HAHKE aJl-
TOPUTMOB pabOTHI CHCTEMBI 3alTUTHI HE JTOJDKHO J1aBaTh BO3ZMOXHOCTH €€ MPeo/I0Ie-
HUus (naxe aBTopam). OQHAKO, 3TO HE O3HAYaeT, yTo MHGOpMALMs O KOHKPETHOU
CUCTEME 3aIlUTHI JIOJKHA OBITh 00IEIOCTYITHA.
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5.12 IIpocToTa NpUMEeHEHUsI CPEACTB 3AUTHI

MexaHu3MbI 3alUThl TOKHBI OBITh MHTYUTUBHO TOHSTHBI W MPOCTHI B HC-
nob30BaHuu. [IpuMeHeHne cpe/iCTB 3alUThl HE IOJKHO OBITh CBSI3AHO CO 3HAHUEM
CHEIUATBHBIX S3BIKOB WJIM C BBIOJTHEHUEM JICUCTBHUH, TPEOYIOMMX 3HAYUTEIHHBIX
JOTIOJIHUTENBHBIX TPYy/03aTpaT MNpU OOBIYHOW pabdOTe 3aperucTPUPOBAHHBIX YCTa-
HOBJICHHBIM TIOPSAKOM TIOJIb30BAaTENEH, a TAK)Ke HE JIOJDKHO TpeOOBaTh OT MOJIb30Ba-
TEJIsl BBIMOJHEHUS] PYTUHHBIX MaJIONOHSTHBIX €My Olepauuil (BBOJ HECKOJIbKUX Ta-
poJieil U UMEH U T.1.).

JloKkHA TOCTUraThCsl aBTOMATU3alUsl MAKCUMAJIBHOTO YKCIIA JEHCTBUN MOJIb-
3oBaresie u agmuauctparopos MCITH.

5.13 Hayuynasi 000CHOBAHHOCTb U TEXHHYECKAS Peain3yeMoCTh

NHpopMallnOHHbIE TEXHOJOTUH, TEXHUYECKHE M IPOrpaMMHBIE CpPEJCTBa,
CpEICTBa U MEphI 3alUThl HH(OPMALIUU JAOKHBI ObITh pEaIn30BaHbl HA COBPEMEH-
HOM YpOBHE pa3BUTHS HAyKH U TEXHUKH, HAYYHO OOOCHOBAHBI C TOUYKU 3PEHUS JOC-
TUKEHUS 3aJaHHOTO YPOBHSI 0€30MacHOCTUM MH(OpMAUU U JOHKHBI COOTBETCTBO-
BaTh YCTAHOBJICHHBIM HOpMaM M TpeOoBaHUAM 1o Oe3omnacHocTy [1/1H.

C3II[x nomkHa ObITh OPUEHTUPOBAHA HA PEIICHHS, BO3MOYKHbBIE PUCKHU IS
KOTOPBIX U MEPBI POTUBOJACHUCTBUS 3TUM PUCKAM IPOIIIN BCECTOPOHHIOIO TEOPETHU-
YECKYI0 U IPAKTHYECKYIO ITPOBEPKY.

5.14 Cnenuann3zanus u npogeccuoHaIN3M

[Ipeanonaraer npuBieyeHUE K pa3pabOTKe CPEACTB U pealn3alid Mep 3alllu-
ThI HH(OPMAIUU CTIENMATIM3UPOBAHHBIX OpraHU3allnii, HanboIee MOArOTOBICHHBIX K
KOHKPETHOMY BUAY JEATEIHLHOCTH MO obecneueHnto 6e3omacHoctu [1/1H, nmeronux
OTIBIT MPAKTUUECKOU pabOThl M TOCYAAPCTBEHHYIO JIMIICH3UIO HA MPABO OKA3aHUS yC-
JyT B 3TOM oOjacT. Peanuzamus aiMUHUCTPATUBHBIX MEP M JKCILTyaTaIusi CPEJICTB
3aIUTHI IOJDKHA OCYIECTBISATHCS MPOGECCHOHANIBHO MOATOTOBICHHBIMU CIIEIIUATH-
CTaMH Y YpExKICHHUS.

5.15 O0s13aTeILHOCTH KOHTPOJISA

[Ipeanonaraer 00sA3aTeIbHOCTh U CBOEBPEMEHHOCTh BBISIBJICHUSI U ITPECEUCHHUS
MOMBITOK HAPYIIEHUs] YCTAaHOBJIEHHBIX MpaBuil obecneduenust O6e3omnacHoctu [1/IH Ha
OCHOBE MCMOJIb3YEMbIX CUCTEM M CPEJICTB 3alIUThl UHPOPMALIUU MPU COBEPILIEHCTBO-
BaHUU KPUTEPUEB U METO/I0B OLEHKH d(PPEKTUBHOCTU ITUX CUCTEM U CPEJICTB.

KoHTposib 3a edaTenbHOCThI0 0000 MOIb30BaTENs, KaXKI0ro Cpe/cTBa 3a-
IIMTHI U B OTHOILIEHUH JTIF0OOr0 00BEKTa 3alUTHI JOJHKEH OCYLIECTBIATHCS Ha OCHOBE
IIPUMEHEHUS CPEACTB ONEPATUBHOIO KOHTPOJIA U PErMCTPAlMU M JOJDKEH OXBATbI-
BAaThb KaK HECAHKLIMOHMPOBAHHBIEC, TAK U CAHKLUMOHUPOBAHHBIC JEUCTBHUs IOJIb30Ba-
TEJIEH.
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6 Mepbl, MeTOBI U CpecTBa o0ecneyeHusi TPeOyemMoro ypoBHsi
3alMIIEeHHOCTH

ObecrieueHne TpeOyeMOro ypOBHS 3alMIIEHHOCTUA JOJKHOCTU JOCTUTAThCA C
UCIIOJIb30BaHUEM MEp, METOJIOB M CpelCTB Oe3omacHocTH. Bce mMeprl obOecnieueHus
oe3onacnoctu MCIIJIH noapasnenstorcs Ha:

- 3aKOHOJIATCIIbHBIC (ITPABOBHIC);

- MOPaJIbHO-3THYECKHCE;

- OpraHu3aluOHHbBIC (AIMUHUCTPATUBHBIC);

- hu3HUYECKHUE;

- TeXHUYECKHE (anmapaTHbIC U IPOTpaMMHBIC).

[lepeuens BHIOpaHHBIX Mep oOecreueHus: 0€30MacHOCTH OTpaxaercs B [liaHe
MEPOIPHUITHIA 110 00ECIICUYSHUTO 3aIUTHI IEPCOHAIBHBIX JIAHHBIX.

6.1 3akoHoaaTe/IbHbIE (IPABOBbIE) MePbI 3AIHUTHI

K npaBoBBIM Mepam 3aIMUThl OTHOCSTCS JEHCTBYIOIME B CTPaHE 3aKOHBI, yKa-
3b U HOPMATUBHBIE aKThl, perjaMeHTUpYIoIue npasuia oopamenus ¢ [1/11, 3akpen-
JSIOIIME TpaBa U 003aHHOCTH YYaCTHUKOB MH(OPMAIMOHHBIX OTHOLIEHWI B Mpo-
1ecce ee 00pabOTKU U UCTOIb30BaHUS, a TAK)KE YCTaHABIMBAIOLINE OTBETCTBEHHOCTh
3a HapYLUECHUS ITUX MNPABUJ, IPEHATCTBYS TEM CaMbIM HEIPABOMEPHOMY HCIIOJIB30-
BaHuio [1J[H u sBISAIOIIKECS CAEPKUBAIOIIKUM (DAKTOPOM JJIsl TOTEHIIMAIBHBIX HAPY-
LIUTENEN.

[IpaBoBbIE MEpHI 3aLUTHI HOCSIT B OCHOBHOM YIIPEXIAOMINMI, TPOPUIaKTHYe-
CKU XapakTep U TPEOYIOT MOCTOSSHHOMN pa3bsICHUTENBHON PabOThI C MOJIb30BATEIAMU
1 00CTy’>KUBAIOLUIUM IEPCOHATIOM CHUCTEMBI.

6.2 MopajibHO-ITHYECKHE MePbl 3a1HUThI

K MopanbHO-3THYECKHM MepaM OTHOCSTCS HOPMBI TIOBEICHHS, KOTOpPHIE Tpa-
JTUITMOHHO CJIOKUJIMCh WM CKJIAJBIBAIOTCS O Mepe pacnpoctpaneHuss 9BM B cTpa-
HE WM OOIIeCTBE. DTH HOPMBI OOJIBIIICH YaCcThiO HE SBISIOTCS 00S3aTeIbHBIMU, KaK
3aKOHOJIATEIHbHO YTBEPIKICHHBIE HOPMATUBHBIC aKThl, OJHAKO, MX HECOOJIOJCHHE
BeJIET OOBIYHO K TAJCHHUIO aBTOPUTETA, MPECTHKA YeTIOBEKA, TPYIIIBI JIUI] WU Opra-
HU3anuu. MopaJlbHO-3THYECKHE HOPMBI OBIBAIOT KaK HEMHCaHbIe (Hampumep, oore-
MPU3HAHHBIE HOPMBI YECTHOCTH, MATPUOTH3MA W T.M.), TaK M THCAHBIE, TO €CTh
oopMIIEHHBIE B HEKOTOPBI CBOJI (YCTaB) MpaBUJl WM MPEAITUCAaHUN.

MopanbHO-3THYECKHE MEphI 3aIUThl SBISIOTCS MPOGUIAKTUYESCKUMH U Tpe-
OYIOT MOCTOSIHHON pa0O0ThI IO CO3/IAHUIO 37J0POBOT0 MOPAJIHHOTO KJIMMaTa B KOJIJIEK-
THUBaX TMojpa3eiacHuil. MopanbHO-3THYECKHUE MEPBI 3alUThl CHIKAIOT BEPOSTHOCTH
BO3HMKHOBEHUS HETaTUBHBIX JEHCTBUN CBSI3aHHBIX C YEIOBEUCCKUM (aKTOPOM.

6.3 Opranu3anuoHHble (A/AMUHUCTPATUBHBIE) MePbI 3aIUTHI

OpranuzanoHHbie (aAMUHUCTPATUBHBIC) MEPhI 3AIUTHI - TO MEPhl OPraHU-
3aIIMOHHOTO  XapakTepa, perJiaMEeHTUPYIOIIHEe TMPOIecCchl  (PYHKIIMOHUPOBAHUS
NCIIdH, ucnonszoBanue pecypcoB UCII/IH, nesTenbHOCTh 00CTYKUBAIOILIETO TEp-
COHAJIa, a TaK)Ke TMOPSAIOK B3auMojaecTBus mosb3oBateneit ¢ UCIIJ[n Takum oOpa-

21


Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

30M, 4TOOBI B HaWOOJIbIIIEH CTENEHH 3aTPYIHUTh UM UCKIIIOUUTHh BO3MOXHOCTh pea-
JU3a1UHU YIpo3 O€30MacHOCTH UM CHU3UTh pa3Mep MOTEPh B CIydyae UX pealu3aliu.

['maBHass 1enb agMUHUCTPATHBHBIX MEp, MNPEANPUHHUMAEMBIX Ha BBICILIEM
YIPABJIEHYECKOM YPOBHE — c(hopMHpoBaTh [1oaUTUKY MH(DOPMAIITMOHHON 0€3011acHo-
ctu [1/Ix (oTpaxkaromryro MoAXoAbI K 3amuTe HHPOpMaIunu) U 00ECTICUUTh €€ BBITOJI-
HEHUE, BbIIEISA HEOOXOIUMBIE PECYPCHI M KOHTPOIUPYS COCTOSHHUE JE.

Peanuzamus [omutuku nndopmannonnon 6ezonacuoct [1/[n B UCIIdH co-
CTOSIT M3 MEp aJIMUHUCTPATUBHOTO YPOBHS U OPTraHU3AIMOHHBIX (TIPOIICIYPHBIX) MEp
3alUThl HH(POPMAILIUH.

K agMuHUCTpaTUBHOMY YpPOBHIO OTHOCSTCSI PEIICHHS] PYKOBOJCTBA, 3aTparu-
Baromue aesreabHoctb UCIIIH B nenoM. Ot peienus 3akpemisatorcs B [lonutuke
uHpopMamoHHoOU 6e3onacHOCTH. [IpuMepom Takux peieHuid MOTyT ObITh:

- IPUHATUE PEIIECHUs O (OPMUPOBAHUU WIIU MEPECMOTPE KOMIUIEKCHON MHpO-
rpaMMel obecrieuenust 6ezonacHoctu I1J[H, onpeneneHre OTBETCTBEHHBIX 3a €€ pea-
JN3aLHNIO;

- (opMyIMpOBAHKE LIEJIel, MOCTAaHOBKA 3a/lay, OIPEICIICHHE HANpaBIICHUN
JesITeILHOCTH B 001acTu 0e3onacHocTu I1/1H;

- IPUHATHE PELICHUN MO BOIpPOCAM peau3aliu MporpamMMmbl O0€30MacHOCTH,
KOTOPBIE PACCMATPUBAIOTCS HA YPOBHE Y UPEKICHUS B LIETIOM;

- obecrnieueHue HOpMaTUBHOM (ITPaBOBOI) 0a3bl BOMPOCOB OE30MACHOCTH U T.1I.

[TonmuTHKa BEpXHETO YPOBHS J0JKHA YETKO OYEPTUTH cepy BIMSHUS U Orpa-
HUYEHUS MIPU OIpeieNeHny 1enei 6ezonacHoct I1J1H, onpenenuTs KakuMu pecyp-
camH (MaTepHalibHbIe, IEPCOHAN) OHU OYIyT JOCTUTHYTHl M HAMTH pa3yMHBIA KOM-

MPOMUCC MEXKAY TMPUEMIIEMbIM YPOBHEM O€30MacHOCTH M (DYHKIIMOHAIBHOCTHIO
NCIIdH.

Ha oprann3auirOHHOM ypOBHE ONPENECISIOTCS NPOLEAYpPHl U IpaBWiIa TOCTH-
JKeHUsI 1esied u pemienus 3anad [lomutuku nHbopmanuonHon 6e3zonacHoctu I1/]H.
OTH npaBUiIa ONPEAEIIAIOT:

- KaKkoBa 00JIaCTh MPUMEHEHUS TOJIUTUKU Oe3omacHocTH [1]1H;

- KaKOBBI POJIM U O0S3aHHOCTHU JOJDKHOCTHBIX JIMI], OTBEYAIOIINE 3a MPOBE/Ie-
HUe noauTuku 6e3zonacHoctu I1J[H, a Tak ke X YyCTaHOBUTH OTBETCTBEHHOCTH;

- KTO uMeeT npasa gocryna K I1/1x;

- KaKUMH MEpaMH U CpeACcTBaMH obecrieunBaeTcs 3ammra [1/{H;

- KaKUMU MEPaMH U CPEACTBAMU 00€CTIEUNBACTCS KOHTPOJIb 32 COOJIIOICHUEM
BBEJICHHOTO peXrMa 0€30MacHOCTH.

OpraHu3aiMoOHHbBIE MEPbI JTOKHBI:

- IpelycMaTpUBaTh PErJiaMeHT WH(GOPMAIIMOHHBIX OTHOIICHUH, HCKIIOYaro-
IIUX BO3MOYKHOCTh HECAHKIIMOHUPOBAHHBIX JCHCTBUI B OTHOIICHHH OOBEKTOB 3a-
IUTHI,

- OIPEAETATh KOATUIMOHHBIE U UEPAPXUUYECKUE MPUHIUIIBI U METO/Ibl pasrpa-
HU4eHus gocryna K 11/1H;

- OTIPENICTATh MOPSAOK pabOThI C MPOTPAMMHO-MATEMATUUECKUMU U TEXHHUYE-
CKMMHU (ammapaTHble) CpPeJACTBAMH 3alllUThl U KPUMNTO3AIIUTHI M APYTUX 3alUTHBIX
MEXaHHU3MOB,
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- opranu3oBath Mepbl mpoTtuBozeiicTBus HC/I monp3oBaTensMu Ha dTanax ay-
TeHTU(UKALIMHU, aBTOPU3ALNH, UICHTU(PUKALINN, 00ECTIEYNBAIOLINX TapaHTHH peallu-
3alliy TIPaB U OTBETCTBEHHOCTH CYObEKTOB MH(OPMAIIMOHHBIX OTHOIICHUIA.

B opranuzanmoHHbIe MEPBI TOJKHBI COCTOATH U3!

- pernamenTa nocryna B nomerenuss UCIx;

- IOPSJIOK JIOITyCKa COTPYIHHUKOB K MCNOib30BaHuI0 pecypcoB UCITIn Yupe-
KICHUSA;

- periamMeHTa MpoleccoB BelleHUs 0a3 JTaHHBIX M OCYIIECTBICHUS Moauduka-
MU UH(OOPMAIMOHHBIX PECYPCOB;

- periamMeHTa MpoLEeccoB OOCITYKUBAHUS U OCYILECTBICHUS MOJIU(DUKAIIUHN afl-
napaTHbIX 1 nporpammHbIx pecypcoB UCII/IH;

- uHCTpyKumit nonb3oBatenein UCIIJIn (aamunuctparopa UCIIJIH, aAMUHUCT-
paropa 6e3onacHoctu, oueparopa UCIJIH);

- UHCTPYKIHS OJIb30BATENS IPU BOSHUKHOBEHUN BHEIITATHBIX CUTYAIUN.

6.4 ®dusnyeckne Mepbl 3alIIUTHI

Pusnyeckre Mepsl 3alUThHl OCHOBAHbI HA IPUMEHEHUH PA3HOI'0 POJia MEXaHHU-
YECKUX, IIEKTPO- WM DIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB U COOPYKEHUH, CIIe-
UAJIbHO MPEeJHA3HAYCHHBIX JUIS CO3/1aHus (PU3NUECKUX NPENATCTBUNA HAa BO3MOYKHBIX
IyTSAX TPOHUKHOBEHUS M JIOCTyINA MOTECHIHUAIBHBIX HAPYLIMTEIEH K KOMIIOHEHTaM
CUCTEMBI U 3alllMIIAeMON HH(OpMAIIMH, a TAKKE TEXHUYECKUX CPEACTB BU3yaJIbHOTO
HAOJIIOICHUS, CBSI3U U OXPAHHOM CUTHAIM3ALIMH.

duznyeckas 3aluTa 31aHUN, TOMEIIEHUH, 00BEKTOB U CPEICTB MH(POPMATH-
3aIlMM JOJDKHA OCYLIECTBIIATHCSA IYTEM YCTAHOBJIEHUS COOTBETCTBYIOIIMX IOCTOB
OXpaHbl, C TOMOILbIO TEXHUYECKUX CPEACTB OXPAHBI MM JIFOOBIMHU JIPYTUMHU CIIOCO-
0aMu, MpeIoTBPALIAIONIMMH WK CYIIECTBEHHO 3aTPyIHSIOIIMMU IPOHUKHOBEHHUE B
3JlaHUE, MOMEIICHUS MOCTOPOHHUX JIMI, XHILIEHUE HH(POPMAIMOHHBIX HOCUTENEH,
caMHX CpeACTB MH(OPMATU3ALINU, UCKIIIOYAIOUIUMHU HAX0X/ACHUE BHYTPH KOHTPOJIU-
pyemoii (OXpaHseMO) 30HbI TEXHUYECKUX CPEJICTB PA3BEIKHU.

6.5 AnnmapaTHo-nporpaMmMHublie cpeacTBa 3amuThbl I1JIH

Texaudeckue (anmmapaTHO-TIPOTPAMMHBIE) MEpbI 3alllUThl OCHOBAHBI HA HC-
M0JIb30BAHUU PA3IMYHBIX AJIEKTPOHHBIX YCTPOWUCTB U CHEIUATBHBIX MPOrPAMM, BXO-
namux B coctaB MCIIIH ¥ BRIMOMHSAIONMX (CAMOCTOSITEILHO WM B KOMILIEKCE C
JIPYTUMHU cpefacTBaMu) (YHKIHMHA 3aIUThl (MASHTU(UKAIUI0O U ayTeHTU(UKAIUIO
MI0JIB30BATENICH, pa3rpaHUYCHHUE JOCTYIAa K pecypcam, PEeTUCTPaIuio COOBITHIA, KPHTI-
Torpaduueckoe 3aKpbITHe HHOOPMAITUH U T.11.).

C yuyeTom Bcex TpeOOBaHUI U MPUHIUIIOB obOecrieueHus 6e3omacuoctu [1/1H B
NCTIIn nmo BceM HampaBJIEHUSIM 3aIIUThl B COCTaB CUCTEMBbI 3aUTHI JOJKHBI OBITH
BKJIFOUEHBI CJIEAYIOLIUE CPEICTBA:

- cpeacTBa uaeHTUGUKAIUK (OTI03HABaHUs) U ayTeHTU(PUKAIUU (TOTBEPIKIE-
HUS MOIMHHOCTH ) Tiosib3oBarenei MCII/IH;
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- CPEICTBA PA3TPAHUYECHUS JOCTYINA 3apErMCTPUPOBAHHBIX II0JIb30BATENICH
cucremsbl K pecypcam UCII/In Yupexnenus;

- cpeAcTBa 0OecreyeHUs] U KOHTPOJS LIETOCTHOCTH MPOTPAMMHBIX U HUH(OP-
MAalMOHHBIX PECYPCOB;

- CpeACTBa ONEPATUBHOTO KOHTPOJISL M PErHCTPAIK COOBITHI 0€30MacHOCTH;

- KpunTorpaguyeckue cpeacrna 3amuTsl [1/1H.

YcnemHnoe NpUMEHEHNE TEXHUYECKUX CPEACTB 3alUThl HA OCHOBAaHUU IIPHH-
UIoB (paszen 5) mpeamnosaraeT, 4To BBINOJIHEHUE MEPEUNCIICHHBIX HUXE TpeOoBa-
HUIl 00€cre4eHo OpraHn3aliOHHBIMU (aIMUHUCTPATUBHBIMHM) MEPAMU U UCHOJIb3YE-
MBIMH (PU3UYECKUMHU CPEICTBAMU 3ALUTHI:

- obecnieueHa pusnyeckas 1eI0CTHOCTh BceX komnoHeHT UCII/IH;

- Kaxabld coTpyaHuk (ronb3oBarenb WMCIIJIH) wmnu rpynmna mnojib3oBaTelnien
UMEET YHUKAJIbHOE CUCTEMHOE MMl U MUHUMAJIbHO HEOOXOAUMBIE TSl BHITOJIHEHUS
UM CBOMX (PYHKLIHMOHAJIBHBIX O0S3aHHOCTEH MOJHOMOYMS MO JOCTYIY K pecypcam
CUCTEMBI;

- B UCIIIn Yupexnenus pa3zpaboTka M OTJIaJKa IPOrpaMM OCYLIECTBISETCS
3a nmpegenamu MCII/IH, Ha UCTIBITAaTENBHBIX CTEH/IAX;

- BCE U3MEHEHHUS KOH(QUTypallud TEXHUYECKUX M MPOrPaMMHBIX CPEJCTB
NCITIH mpou3BOAsTCS CTPOTrO YCTAaHOBJIEHHBIM MOPSAIKOM (PETUCTPUPYIOTCS U KOH-
TPOJIMPYIOTCS) TOJIBKO HA OCHOBAHUH PACHIOPSKEHUI PYKOBOJICTBA Y UPEXKICHMS;

- ceTeBoe 00Opy/IoBaHUE (KOHLEHTPATOPbl, KOMMYTATOPbl, MapLIPyTU3ATOPHI
U T.II.) pacrnojaraercsi B MecTax, HeJOCTYIIHBIX JUIsl IOCTOPOHHUX (CHELMATIbHBIX I10-
MEICHMSX, MKadax, u T.I1.).

- CIICLUAJINCTAMHU Y UPEKIECHUS OCYILECTBIISIETCS HENPEPHIBHOE YIPABICHUE U
aJIMUHUCTPATUBHAS MOAJEPKKA (PYHKIIMOHUPOBAHUS CPEICTB 3aAIIUTHI.
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7 KonTpossb 3¢ dextuBHocTH cuctembl 3amuThl UCII/In Yupexnenus

Kontpons addexturocTr C3I1/IH M10KEH OCYIIECTBISICTCS HA TEepUOaNYe-
ckoii ocHoBe. Llenpto KOHTpOIs A(PPEKTUBHOCTH SIBISETCS CBOCBPEMEHHOE BBISIBIIC-
HUE HeHajiexkanmx pexxuMoB padotbl C3IIJIH (OTKIIOYEHHE CPEJCTB 3allMThI, Ha-
pYLIEHHE PEKUMOB 3aIUThI, HECAHKIIMOHUPOBAHHOE M3MEHEHHE PEKUMA 3alIUTHI U
T.Il.), @ TaK MPOTHO3UPOBAHHE M TMPEBEHTHBHOE pEardupoBaHHE Ha HOBBIC YTPO3bI
oe3omacHoctu 11/1H.

KoHTponb MOKET MpOBOJIUTHCS Kak aJAMUHUCTpAaTOopaMu O€30MacHOCTH
NCII /I (onepaTUBHBIN KOHTPOJIb B IIpOIecCe HHPOPMAITMOHHOTO B3aUMOICHCTBUS B
NCIIH), Tak ¥ TPUBJICKAEMbIMH JJI1 3TOU LIEJIM KOMIIETEHTHBIMU OpTraHU3alUsIMHU,
MMEIONIMMU JTUICH3HMIO Ha 3TOT BUJ AeaTelIbHOCTH, a Takke PCTOK Poccun u ®Ch
Poccuu B peaenax nx KOMIETEHIIUY.

KOHTpoIb MOXKET OCYIIECTBISTHCS AAMHUHUCTPATOPOM O€30MacHOCTH KakK ¢
IMOMOIIBIO IITATHBIX CPEACTB CUCTEMBI 3alUThl [1/[H, TaK ¥ C TOMOIIBIO CIIEAATb-
HBIX TTPOTPAMMHBIX CPEJICTB KOHTPOJIS.

Onenka 3¢pdexkTuBHOCTH Mep 3anuThl [1/[H MpoBOAUTCS C MCIOIB30BAHUEM
TEXHUYECKUX W IPOrPaMMHBIX CPEACTB KOHTPOJISI HA MPEAMET COOTBETCTBUS yCTa-
HOBJICHHBIM TPEOOBaHHUSIM.
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8 Cdepbl oTBeTcTBEeHHOCTH 32 Oe3o0macHocTh [1{H

OTBETCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJIb HaJ o0ecreueHruemM Oe3ornac-
HOCTH IEPCOHAIBHBIX JAHHBIX SIBJISIETCS PYKOBOJIMTENDL Y UpexaeHUs. PykoBoauTenb
MOKET JCJIETUPOBATh YacTh IMOJTHOMOYHH IO OOECTICYCHHIO O€301MacCHOCTH IEepCo-
HaJIbHBIX JIAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOIUTENSI BKIIFOYAET CICIYIONTUE HAMPABICHUS
obecrneueHus 6e3onacHoctu I1/[H:

- [InanupoBanue u peanuzaius Mep no odecneueHuro oe3omnacuoctu [1/1H;

- Ananu3z yrpo3 6e3omnacHoctu [1/1H;

- Pa3paboTtky, BHeJIpeHUEe, KOHTPOIb UCTIOJHEHUS U MOJJIEP)KAHUE B aKTyallb-
HOM COCTOSIHUM ITOJIUTHUK, PYKOBOJCTB, KOHLENUUN, IPOLEAYP, PETIIAMEHTOB, UHCT-
PYKIUN U APYTUX OPTraHU3aIMOHHBIX JIOKYMEHTOB MO0 00ECIIEYEHUI0 OE30ITaCHOCTH;

- Kontpons 3ammmennoctu UT undpactpykrypst Kommanuu ot yrpos Wb
yTeM;

- O6yuenue u undopmuponanue nosb3onareneit UCIIJIH, o mopsiake paboThI ¢
[1/I1 1 cpeacTBaMu 3alUTHI;

- [IpenoTBpaieHre, BhISIBICHUE, PEATUPOBAHUE U PACCIICIOBAHNE HAPYIICHUN
oe3omacHoctH I11/1H.

[Ipu B3aMMOIEUCTBUM CO CTOPOHHUMH OPTaHU3AIMIMHU B CIIydasiX, Korja co-
TPYJIHUKAM ITHX OpPTaHMU3aIUi MPEIOCTABISAETCA TOCTYN K OOBEKTaM 3alluThl (pas-
Jen 3), ¢ TUMU OpraHU3allusIMU JIOJKHO OBITh 3akitoueHo «CornameHue o KoHpH-
NneHImaibHoCTHY, Moo «Cornamenue o cobmoaeHun pexuma 6e3onacHoctu [1/1H
npu BeimoiaHeHuu padbot B UCIIdu». [logroroBka TUIOBBIX BapHaHTOB 3TUX COTJIa-
HICHUI OCYIIECTBIISIETCS] COBMECTHO ¢ FOpuanueckum oTaenom.
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9 Moaejb HApymIUTeJ sl 6€30MACHOCTH

[lon HapymmTenem B YUpexIECHUN IOHUMAETCA JIMLO, KOTOPOE B PE3YJIbTaTe
YMBINIJICHHBIX I HEYMBITUICHHBIX IEHCTBHIM MOXKET HaHECTH yiiepd oObeKkTam 3a-
muTHI (pazaen 3).

Hapymurenu nonpasaenstorces no npuszHaky npunagiexxnoctu k UCIT/IH. Bee
HapYILIUTENH IETATCA Ha JBE TPYIIIBIL:

® BHEIIIHHWE HAPYIIUTENN — (PU3NYECKUe TUla, HE UMEIOIIHE MpaBa MpeObl-
BaHUS Ha TEPPUTOPUM KOHTPOJHMPYEMOW 30HBI, B MPEAENIAX KOTOPOU
pa3menaercs obopynosanue UCIIH,

® BHYTpPEHHHUE HapYIIUTEIN — (HPU3UUECKHUE JUIA, UMEIOIIUE MPABO MPEObI-
BAHUS HA TEPPUTOPUM KOHTPOJIHMPYEMOM 30HBI, B MpENEIax KOTOPOU
pazmenaercs obopynoBanue UCII/IH.

Knaccudukanus HapymmuTeneil nmpeacTaBieHa B Mojenu yrpo3 6€301nacHOCTH
MIePCOHAIBHBIX AaHHbIX Kaxaou MCII/IH.

27
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10 Moaenab yrpo3 6e30acHOCTH

Hna UCITAH YupexaeHus BBIACIAIOTCS CIEAYIOIINE OCHOBHBIE KAaTErOpUH
yrpo3 6€30MaCHOCTH NMEPCOHANBHBIX TAHHBIX:

1) Yrpo3sl OT yTEUYKH 10 TEXHUUSCKUM KaHaJlaM.

2) YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYIA K HH()OPMAIIIH

- YTpo3bl YHUUTOKEHUSA, XUllleHHs anmnapatHbix cpeacts UCII/IH Hocu-
Tesneit nadopmanun myteM pusudeckoro gocryna k anementam UCII/IH.

- YTpo3bl XUIICHHS, HECAHKIIMOHUPOBAHHOW MOAM(UKAINKN WIH OJ10-
KUpOBaHMs WH(GOpPMAIIMU 3a CYET HecaHKuuoHupoBaHHoro aoctyna (HCJ) c
MPUMEHEHUEM MPOTrpaMMHO-ANMAPATHBIX M MPOrPAMMHBIX CPEJICTB (B TOM
YHUCJIEe MPOrPaMMHO-MAaTEMAaTUYECKUX BO3AECHCTBUN).

- YTrpo3bl HE NIPEIHAMEPEHHBIX ICMCTBUI MOJIb30BATEIEH U HAPYILICHUN
oe3onacnoctu ¢pynkuunonuposanus MCIIJn u C3I1/IH B ee cocTaBe u3-3a coo-
€B B POTPAMMHOM OOECIIEYEHHUH, a TAKKE OT YIPO3 HEAHTPOIIOTEHHOTO (cO0eB
anmaparypbl U3-3a HEHAJIe)KHOCTH JIEMEHTOB, COOEB AJICKTPOINUTAHUSA) U CTH-
XUHHOTO (yAapOB MOJIHUM, 0KapOB, HABOJHEHUI U T.II.) XapakTepa.

- YIpo3bl IIPEITHAMEPEHHBIX JIEUCTBUM BHYTPEHHUX HAPYIIUTEIICH.

- YIpo3bl HECAaHKI[MOHUPOBAHHOI'O JIOCTYIIA 10 KaHaJIaM CBSI3HU.

Onucanue yrpos, BEpOSTHOCTh UX peaju3allii, ONAaCHOCTb U aKTyaJIbHOCTh
npejacTaBiieHbl B Mojenu yrpo3 0e30MacHOCTH NEPCOHANbHBIX JAHHBIX KaKIOU
NCII .
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11 Mexanu3Mm peanu3zanuu Konnenmuun

Peanuzanus KoHuenuuu gomkHA OCYIIECTBISATHCS HA OCHOBE MEPCIIEKTUBHBIX
POrpaMM M MJIaHOB, KOTOPBIE COCTABJISIIOTCS HA OCHOBAHUM U BO UCIIOJIHEHUE:

- ¢henepanabHBIX 3aKOHOB B 00J1acTH obecnedeHus HHPOpMaIMOHHON 6e30mac-
HOCTH U 3allIUThl HH(OPMAIIIH;

- noctanoBiennn [IpaBurenbcTBa Poccuiickont Penepannu;

- PYKOBOZSIINX, OPTaHU3AIMOHHO-PACTIOPSIUTEILHBIX W METOIWYECKHUX [0-
kyMeHToB @PCTOK Poccuuy;

- notpednoctert MCII/In B cpencTBax obecrneuenus 6e30macHOCTH UHGoOpMa-
1117178
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12 Oxunaembliii 3¢ dexT ot peanuzaunu Konnenuuu

Peanuzamnusa Konneniun 6e3omacaoctu [1/1a 8 UCIIIH M03BOIUT:

- OLIeHUTh cocTosiHue Oe3omacHoctu uHpopmaruun MCIIJIH, BBISIBUTH UCTOY-
HUKH BHYTPEHHUX M BHEIIHUX YIpo3 MH(POPMAIMOHHOM 0€30MaCHOCTH, ONPEACIUTD
MIPUOPUTETHBIE HAIIPABIICHUS MPEIOTBPALCHUS, OTPAKECHUS U HEUTPATU3ALMKN 3TUX
yTpos;

- pa3paboTaTh pacHOPAIUTEIIbHbIE U HOPMATUBHO-METOIMYECKUE JTOKYMEHTHI
npumenutensHo Kk UCIT/IH;

- mpoBecTH Kiaccuukanuio u cepruduxaruo UCI /1,

- IPOBECTU OPraHU3AIMOHHO-PEKUMHBIE U TEXHUYECKHE MEPOMPUSATUS 0
obecneuenuto 6e3omacHoctu I1/{a 8 UCII/IH;

- o0ecneunTh HEOOXOUMBIN YPOBEHBb O€30MTACHOCTH OOBEKTOB 3aIUTHI.

Ocy1iecTBIEHUE ITUX MEPONPUATUNA 00ECTICUUT CO3/ITaHUE €UHOM, 1IETOCTHOMN
U CKOOpJIMHUpPOBaHHOU cuctembl nHpopmarmonHon 6ezonacHoct MCII[IH u cos-
JIaCT YCJIOBUS [ €€ JaIbHEHIIEr0 COBEPIICHCTBOBAHHS.
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13 Cnucok MCI0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMATHUBHO-TIPABOBBIMH U METOAMYECKUMHU JOKYMEHTAMH, Ha
KOTOpbIX Oazupyetcs HacTosiee [lonoxkeHue aBisitoTCS:

1 ®enepanbupiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mepcoHaIbHBIX JaH-
HeIX» (manmee — @3 «O mepcOHANBHBIX AHHBIX»), YCTAHABJIMBAIOIIUNA OCHOBHBIC
OPUHIMIBL U ycnoBus oOpabotku IIJ[H, mpaBa, 005S3aHHOCTH M OTBETCTBEHHOCTH
Y4aCTHUKOB OTHOIIIEHUH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

2 «ITomoxxenne 06 obecrieueHHH 0€30MACHOCTH MEPCOHANBHBIX JAHHBIX TpPU
ux 00paboTke B MH()OPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX», YTBEPKICH-
Hoe [locranoBnenuem IIpaBurensctBa PO ot 17.11.2007 1. Ne 781.

3 «Ilopsimox mpoBeneHus KiacCHU(PUKAUMU MHPOPMAIIMOHHBIX CHCTEM MEpPCO-
HaJIbHBIX JTAaHHBIX», YTBEPKIACHHBIM COBMECTHBIM [Ipnkazom ®CTIK Poccun Ne 55,
®CBb Poccun Ne 86 u1 Munnndopmcessizu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxenue 06 0COOEHHOCTAX 00paOOTKU MEPCOHAIBHBIX JTaHHBIX, OCYIIIe-
CTBJIIEMOM O€3 MCIIOJIb30BaHMSI CPEICTB aBTOMaTH3alMN», yTBepxkiaeHHoe [locta-
HoBJieHueM IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpeboBanust kK MaTepuaIbHBIM HOCUTEISIM OMOMETPUUECKUX MTEPCOHATBHBIX
JAHHBIX M TEXHOJIOTUAM XPAaHEHUS TAKUX JAHHBIX BHE MH(OPMALMOHHBIX CUCTEM
NEPCOHAIBHBIX JAHHBIX», yTBepkaeHHble [locTanoBnenuem IlpaBurensctBa PO ot
06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTOIMUECKHE AOKYMEHTH DenepanbHOi Cay)Obl MO TEXHU-
YECKOMY U 3KcIepTHOMY KOHTpoito Poccuiickoit @enepannu (nanee - ®CTIK Poc-
cuM) 1o odecreueHuro O6e3omnacuoctu [1/1H mpu ux oopadoTke B UCIIIH:

7 PexomeHanum o obecrneueHuio 0€30MacHOCTH MEPCOHANBHBIX TaHHBIX MPH
ux 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX TaHHBIX, YTB. 3aM. TH-
pexktopa @CTIK Poccun 15.02.08 r. (JACITI)

8 OCHOBHBIE MEPOIPUATHS O OpraHU3alMN M TEXHUUYECKOMY OOECIeuEHUIO
0€30MacHOCTH MEePCOHANBHBIX JaHHBIX, 00pabaThIBAEMBIX B MH(GOPMAIIMOHHBIX CHUC-
TeMaxX MEPCOHABHBIX NaHHbIX, YTB. 3aM. aupekropa ®CTIK Poccum 15.02.08 r.
(ACI)

9 basoBas mMojenb yrpo3 0€30NmacHOCTH TEPCOHANBHBIX JaHHBIX TIPHU UX 00pa-
00oTke B MH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHAIbHBIX JAaHHBIX, YTB. 3aM. IUPEKTOpa
OCTIK Poccuu 15.02.08 r. (JACII)

10 Metoanka omnpeaeneHusl akTyallbHbIX YTpo3 0€30MacHOCTH MEePCOHATBHBIX
JTaHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMax MEPCOHATBHBIX TaHHBIX,
yTB. 3am. qupekropa DCTIK Poccun 15.02.08 r. (JCII)
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